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Introducing Vulnerabilities in Code? Empirical Software Engineering 28:6 129 (2023)
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37(6):1402-1412 (2019), https://doi.org/10.1109/JSAC.2019.2904364
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Detection in the Face of Active Adversaries, IEEE Transactions on Mobile Computing (TMC),
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Efficient Private Decision Tree Evaluation, Proc. Priv. Enhancing Technol. (PoPETs), 2019(2):187-
208, https://doi.org/10.2478/popets-2019-0026
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Samuel Marchal, Giovanni Armano, Tommi Gréndahl, Kalle Saari, Nidhi Singh, N. Asokan: Off-
the-Hook: An Efficient and Usable Client-Side Phishing Prevention Application. IEEE Transactions
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Hien Thi Thu Truong, Xiang Gao, Babins Shrestha, Nitesh Saxena, N. Asokan, Petteri Nurmi:
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N Asokan, Jan-Erik Ekberg, Kari Kostiainen, Anand Rajan, Carlos V. Rozas, Ahmad-Reza Sadeghi,
Steffen Schulz, Christian Wachsmann: Mobile Trusted Computing. Proceedings of the IEEE
102(8): 1189-1206 (2014). http://dx.doi.org/10.1109/JPROC.2014.2332007

Jan-Erik Ekberg, Kari Kostiainen, N. Asokan: The Untapped Potential of Trusted Execution
Environments on Mobile Devices, |IEEE Security & Privacy Magazine, 12(4): 29-37 (2014).
http://dx.doi.org/10.1109/MSP.2014.38

Nitesh Saxena, Jan-Erik Ekberg, Kari Kostiainen, N. Asokan: Secure Device Pairing based on a
Visual Channel, IEEE Trans. Information Forensics and Security 6(1):28-38. 2011.
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John Solis, N. Asokan, Kari Kostiainen, Philip Ginzboorg, Jorg Ott: Controlling Resource Hogs in
Delay-Tolerant Networks, Computer Communications, 33:1, 2-10, 2010.
http://dx.doi.org/10.1016/j.comcom.2009.07.019
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Jani Suomalainen, Jukka Valkonen, N. Asokan: Standards for Security Associations in Personal
Networks: A Comparative Analysis, International Journal of Security and Networks (IJSN), special
issue on Secure Spontaneous Interaction, 2009. http://dx.doi.org/10.1504/1JSN.2009.023428
Philip Ginzboorg, N. Asokan: Key Agreement in Ad-hoc Networks, Computer Communications,
Special issue on security, 23 (2000):1627-1637, 2000. http://dx.doi.org/10.1016/S0140-
3664(00)00249-8

N. Asokan, Hervé Debar, Michael Steiner, Michael Waidner: Authenticating Public Terminals,
Computer Networks, 31(8):861-870, May 1999. http://dx.doi.org/10.1016/5S1389-
1286(98)00020-6

Gunter Karjoth, N. Asokan, Ceki Giilci: Protecting the Computation Results of Free-roaming
Agents, Personal Ubiquitous Computing, 2(2):92-99, December 1998.
http://dx.doi.org/10.1007/BF01324939

N. Asokan, Victor Shoup, Michael Waidner: Optimistic Fair Exchange of Digital Signatures, IEEE
Journal on Selected Areas in Communications, 18(4):593-610, April 2000.
http://dx.doi.org/10.1109/49.839935

J. L. Abad-Peiro, N. Asokan, , Michael Steiner, Michael Waidner: Designing a Generic Payment
Service, IBM Systems Journal, 37(1):72-88, January 1998. http://dx.doi.org/10.1147/s{.371.0072
N. Asokan, Gene Tsudik, Michael Waidner: Server-supported Signatures. Journal of Computer
Security, 5(1):91-108, 1997. http://dx.doi.org/10.3233/JCS-1997-5105

A2 Review article, Literature review, Systematic review

34.

N. Asokan, Phil Janson, Michael Steiner, Michael Waidner: State of the Art in Electronic Payment
Systems, IEEE Computer, 30(9):28-35, September 1997.
http://doi.ieeecomputersociety.org/10.1109/2.612244: Translation: (in Japanese) Nikkei
Computer, pages 195-201, issue of March 30, 1998.
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N. Asokan, Kaisa Nyberg: Security Associations for Personal Devices, (Invited book chapter) in S.
Gritzalis et al. (Editors), “Security and Privacy in Wireless and Mobile Networking", (preprint at
http://research.ics.tkk.fi/publications/knyberg/secass.pdf), Troubador Publishing, 2008, ISBN
978-1905886-906, http://www.troubador.co.uk/book info.asp?bookid=428

N. Asokan, Matthias Schunter: Optimistic Fair Exchange (Invited book chapter) in H. Raghav Rao
and Shambhu Upadhyay (editors), Information Assurance, Security and Privacy Services,
Emerald Group Publishing Ltd., May 2009, pages 365-390.
https://books.google.com/books?isbn=1848551940

N. Asokan, Jan-Erik Ekberg: Mobile Digital Rights Management (book chapter) in Professional
MITA —Visions and Implementations, edited by Nokia, IT Press, 2002.

N. Asokan, Phil Janson, Michael Steiner, Michael Waidner: State of the Art in Electronic Payment
Systems, (Invited book chapter) in Advances in Computers, Vol. 53, pages 425-449, Edited by
Marvin. V. Zelkowitz, Academic Press, March 2000. http://dx.doi.org/10.1016/S0065-
2458(00)80009-1
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Vasisht Duddu, Oskari Jarvinen, Lachlan J. Gunn, N. Asokan: Laminator: Verifiable ML Property
Cards using Hardware-assisted Attestations. (to appear in) CODASPY 2025.

Ruizhe Wang , Meng Xu , N. Asokan: SeMalloc: Semantics-Informed Memory Allocator. CCS
2024: 1375-1389 https://doi.org/10.1145/3658644.3670363

Ruizhe Wang, Meng Xu, N. Asokan: S2malloc: Statistically Secure Allocator for Use-After-Free
Protection and More. DIMVA 2024: 23-43. https://doi.org/10.1007/978-3-031-64171-8 2
Hossam ElAtali, Xiaohe Duan, Hans Liljestrand, Meng Xu, N. Asokan: BliMe Linter. SecDev 2024:
46-53. https://doi.org/10.1109/SecDev61143.2024.00011

Jian Liu, Rui Zhang, Sebastian Szyller, Kui Ren, N. Asokan: False Claims against Model Ownership

Resolution. USENIX Security Symposium 2024.
https://www.usenix.org/conference/usenixsecurity24/presentation/liu-jian

Hossam ElAtali, John Z. Jekel, Lachlan J. Gunn, N. Asokan: Data-Oblivious ML Accelerators using
Hardware Security Extensions. HOST 2024: 373-377.
https://doi.org/10.1109/HOST55342.2024.10545398

Vasisht Duddu, Anudeep Das, Nora Khayata, Hossein Yalame, Thomas Schneider, N. Asokan:
Attesting Distributional Properties of Training Data for Machine Learning. ESORICS (1) 2024: 3-
23. https://doi.org/10.1007/978-3-031-70879-4 1

Vasisht Duddu, Sebastian Szyller, N. Asokan: SoK: Unintended Interactions among Machine

Learning Defenses and Risks. IEEE Symposium on Security & Privacy, May 2024: 2996-3014,
Distinguished Paper Award. https://doi.org/10.1109/SP54263.2024.00243

Owura Asare, Meiyappan Nagappan, N. Asokan: Copilot Security: A User Study. ICSE 2024:
158:1-158:11. https://doi.org/10.1145/3597503.3639154

Hossam ElAtali, Lachlan J. Gunn, Hans Liljestrand, N. Asokan: BliMe: Verifiably Secure

Outsourced Computation with Hardware-Enforced Taint Tracking. NDSS 2024.
https://www.ndss-symposium.org/ndss-paper/blime-verifiably-secure-outsourced-

computation-with-hardware-enforced-taint-tracking/

Asim Waheed, Vasisht Duddu, N. Asokan: GrOVe: Ownership Verification of Graph Neural
Networks using Embeddings. IEEE Symposium on Security & Privacy, May 2024.
https://doi.org/10.1109/SP54263.2024.00050

Buse G. A. Tekgul, N. Asokan: FLARE: Fingerprinting Deep Reinforcement Learning Agents using
Universal Adversarial Masks. ACSAC 2023: 492-505. https://doi.org/10.1145/3627106.3627128
Salman Ahmed, Hans Liljestrand, Hani Jamjoom, Matthew Hicks, N. Asokan, Danfeng Yao: Not

All Data are Created Equal: Data and Pointer Prioritization for Scalable Protection Against Data-
Oriented Attacks. USENIX Security Symposium 2023: 1433-1450.
https://www.usenix.org/conference/usenixsecurity23/presentation/ahmed-salman

Parjanya Vyas, Asim Waheed, Yousra Aafer, N. Asokan: Auditing Framework APIs via Inferred
App-side Security Specifications. USENIX Security Symposium 2023: 6061-6077.
https://www.usenix.org/conference/usenixsecurity23/presentation/vyas

Sebastian Szyller, N. Asokan: Conflicting Interactions Among Protections Mechanisms for
Machine Learning Models. AAAI 2023: 15179-15187.
https://ojs.aaai.org/index.php/AAAl/article/view/26771
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Setareh Ghorshi, Lachlan J. Gunn, Hans Liljestrand, N. Asokan: Towards cryptographically-
authenticated in-memory data structures. In SecDev 2022: 30-44.
https://doi.org/10.1109/SecDev53368.2022.00018

Buse G. A. Tekgul, Shelly Wang, Samuel Marchal, N. Asokan: Real-Time Adversarial
Perturbations Against Deep Reinforcement Learning Policies: Attacks and Defenses. ESORICS (3)
2022: 384-404. https://doi.org/10.1007/978-3-031-17143-7 19

Buse Gul Atli Tekgul, N. Asokan: On the Effectiveness of Dataset Watermarking.
IWSPA@CODASPY 2022: 93-99. https://doi.org/10.1145/3510548.3519376

Sebastian Szyller, Buse Gul Atli, Samuel Marchal, N. Asokan: DAWN: Dynamic Adversarial
Watermarking of Neural Networks. ACM Multimedia 2021: 4417-4425.
https://doi.org/10.1145/3474085.3475591

Buse Gul Atli, Yuxi Xia, Samuel Marchal, N. Asokan: WAFFLE: Watermarking in Federated
Learning, In Proceedings of the 40th International Symposium on Reliable Distributed Systems
(SRDS), 2021: 310-320. https://doi.org/10.1109/SRDS53918.2021.00038

Logan Blue, Samuel Marchal, Patrick Traynor, N. Asokan: Lux: Enabling Ephemeral Authorization
for Display-Limited loT Devices. 10TDI 2021: 15-27. https://doi.org/10.1145/3450268.3453530
Hans Liljestrand, Thomas Nyman, Lachlan J. Gunn, Jan-Erik Ekberg, N. Asokan: PACStack: an
Authenticated Call Stack. in Usenix Security Symposium, 2021: 357-374.
https://www.usenix.org/conference/usenixsecurity21/presentation/liliestrand

Buse Atli, Sebastian Szyller, Mika Juuti, Samuel Marchal, N. Asokan: Extraction of complex DNN
models: Real threat or boogeyman? Third International Workshop on Engineering Dependable
and Secure Machine Learning Systems (EDSMLS) 2020, Communications in Computer and
Information Science, vol 1272. Springer, Cham. https://doi.org/10.1007/978-3-030-62144-5 4
Mika Juuti, Tommi Gréndahl, Adrian Flanagan, N. Asokan: A little goes a long way: Improving

toxic language classification despite data scarcity. Findings of ACL: EMNLP 2020
https://www.aclweb.org/anthology/2020.findings-emnlp.269/

Hans Liljestrand, Zaheer Gauhar, Thomas Nyman, Jan-Erik Ekberg, N. Asokan: Protecting the
stack with PACed canaries, In SysTEX 2019. https://doi.org/10.1145/3342559.3365336
Hien Thi Thu Truong, Juhani Toivonen, Thien Duc Nguyen, Claudio Soriente, Sasu Tarkoma, N.

Asokan: DoubleEcho: Mitigating Context-Manipulation Attacks in Copresence Verification.
PerCom 2019: 1-9, https://doi.org/10.1109/PERCOM.2019.8767404
Andrew Paverd, Marcus Volp, Ferdinand Brasser, Matthias Schunter, N. Asokan, Ahmad-Reza

Sadeghi, Paulo Jorge Esteves Verissimo, Andreas Steininger, Thorsten Holz: Sustainable Security
& Safety: Challenges and Opportunities. CERTS 2019: 4:1-4:13
https://doi.org/10.4230/0ASIcs.CERTS.2019.4

Fritz Alder, N. Asokan, Arseny Kurnikov, Andrew Paverd, Michael Steiner: S-FaaS: Trustworthy
and Accountable Function-as-a-Service using Intel SGX, ACM CCSW 2019.
https://doi.org/10.1145/3338466.3358916

Lachlan J. Gunn, Jian Liu, Bruno Vavala, N. Asokan: Making Speculative BFT Resilient with

Trusted Monotonic Counters, In Proceedings of the 38th International Symposium on Reliable
Distributed Systems (SRDS) 2019: 133-142. https://doi.org/10.1109/SRDS47363.2019.00024
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Long Cheng, Hans Liljestrand, Md Salman Ahmed, Thomas Nyman, Danfeng (Daphne) Yao, Trent
Jaeger, N. Asokan: Exploitation Techniques and Defenses for Data-Oriented Attacks, In IEEE
SecDev 2019. https://doi.org/10.1109/SecDev.2019.00022

Hans Liljestrand, Thomas Nyman, Kui Wang, Carlos Chinea Perez, Jan-Erik Ekberg, N. Asokan:

PAC it up: Towards Pointer Integrity using ARM Pointer Authentication, Usenix Security
Conference, 2019.
https://www.usenix.org/conference/usenixsecurity19/presentation/liljestrand

Thien Duc Nguyen, Samuel Marchal, Markus Miettinen, Hossein Fereidooni, N. Asokan, Ahmad-
Reza Sadeghi: DIOT: A Federated Self-learning Anomaly Detection System for IoT, IEEE ICDCS
2019:756-767, https://doi.org/10.1109/ICDCS.2019.00080

Hans Liljestrand, Thomas Nyman, Jan-Erik Ekberg, N. Asokan: Authenticated Call Stack, DAC
2019 (poster), https://doi.org/10.1145/3316781.3322469

Thomas Nyman, Ghada Dessouky, Shaza Zeitouni, Aaro Lehikoinen, Andrew Paverd, Ahmad-

Reza Sadeghi, N. Asokan: HardScope: Hardening Embedded Systems Against Data-Oriented
Attacks, DAC 2019. https://doi.org/10.1145/3316781.3317836

Mika Juuti, Sebastian Szyller, Samuel Marchal, N. Asokan: PRADA: Protecting Against DNN Model
Stealing Attacks, IEEE Euro S&P, 2019. https://doi.org/10.1109/EuroSP.2019.00044

Tommi Grondahl, Luca Pajola, Mika Juuti, Mauro Conti, N. Asokan: All you need is “love”:
Evading hate speech detection, AlSec, 2018. https://doi.org/10.1145/3270101.3270103

Mika Juuti, Bo Sun, Tatsuya Mori and N. Asokan: Stay On-Topic: Generating Context-specific

Fake Restaurant Reviews, European Symposium on Research in Computer Security (ESORICS),
2018. https://doi.org/10.1007/978-3-319-99073-6 7

Samuel Marchal, N. Asokan: On Designing and Evaluating Phishing Webpage Detection
Techniques for the Real World. CSET @ USENIX Security Symposium 2018,
https://www.usenix.org/conference/cset18/presentation/marchal

A Kurnikov, A Paverd, M Mannan, N Asokan: Keys in the Clouds: Auditable Multi-device Access
to Cryptographic Credentials, Workshop on Security, Privacy, Identity Management in the Cloud
(SECPID). 2018. http://doi.acm.org/10.1145/3230833.3234518
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Management for State Protection in Trusted Computing, Proceedings of the First International
Conference on Trusted Systems (INTRUST), Beijing, December 2009, Best Paper Award
http://dx.doi.org/10.1007/978-3-642-14597-1 2

106. Kari Kostiainen, Jan-Erik Ekberg, N. Asokan, Aarne Rantala: On-board Credentials with
Open Provisioning, Proceedings of the ACM ASIACCS conference, March 2009.
http://doi.acm.org/10.1145/1533057.1533074

107. Jan-Erik Ekberg, Kari Kostiainen, Aarne Rantala, N. Asokan: Scheduling the execution of
credentials in constrained secure environments, Proceedings of the Third ACM Workshop on
Scalable Trusted Computing (ACM-STC '08), October 2008.
http://doi.acm.org/10.1145/1456455.1456465

108. Andreas Heiner, N. Asokan: Using Salience Differentials to Making Visual Cues
Noticeable, Proceedings of the Usability, Psychology, and Security Workshop (UPSEC '08).
http://www.usenix.org/events/upsec08/tech/full papers/heiner/heiner.pdf

109. Long Nguyen Hoang, Pekka Laitinen, N. Asokan: Secure Roaming with Identity
Metasystems, Proceedings of the Seventh Symposium on Identity and Trust on the Internet
(IDtrust 2008), March 2008. http://doi.acm.org/10.1145/1373290.1373297

110. Jan-Erik Ekberg, N. Asokan: A Platform for OnBoard Credentials. (poster paper)
Proceedings of the Twelfth International Conference on Financial Cryptography and Data
Security (Financial Crypto), January 2008. Volume 5143 of Lecture Notes in Computer Science,
Springer. http://dx.doi.org/10.1007/978-3-540-85230-8 31

111. Yacine Gasmi, Ahmad-Reza Sadeghi, Patrick Stewin and Martin Unger, N. Asokan:
Beyond Secure Channels, Proceedings of the Second ACM Workshop on Scalable Trusted
Computing (ACM-STC '07), November 2007. http://doi.acm.org/10.1145/1314354.1314363

112. Ahmad-Reza Sadeghi, Marko Wolf, Christian Stlble, N. Asokan, Jan-Erik Ekberg:
Enabling Fairer Digital Rights Management with Trusted Computing, Proceedings of the Tenth
Information Security Conference (ISC '07), October 2007, Valparaiso, Chile.
http://dx.doi.org/10.1007/978-3-540-75496-1 4

113. Andreas Heiner, N. Asokan: Secure software installation in a mobile environment,
Proceedings of the Third symposium on Usable privacy and security (SOUPS), July 2007.
http://doi.acm.org/10.1145/1280680.1280705

114. N. Asokan, Kari Kostiainen, Philip Ginzboorg, Jorg Ott, Cheng Luo: Applicability of
Identity-based Cryptography for Disruption-Tolerant Networking, Proceedings of the First
International MobiSys Workshop on Mobile Opportunistic Networking (MobiOpp), June 2007.
http://dx.doi.org/10.1145/1247694.1247705
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115. Jani Suomalainen, Jukka Valkonen, N. Asokan Security Associations in Personal
Networks: A Comparative Analysis, Proceedings of the Fourth European Workshop on Security
and Privacy in Ad hoc and Sensor Networks (ESAS), Cambridge, UK, July 2007. Volume 4572 of
Lecture Notes in Computer Science, Springer. http://dx.doi.org/10.1007/978-3-540-73275-4 4

116. Ersin Uzun, Kristiina Karvonen, N. Asokan: Usability Analysis of Secure Pairing Methods,
Proceedings of the Usable Security (USEC) workshop, Scarborough, Trinidad/Tobago, Lecture
Notes in Computer Science 4886, Springer 2008. http://dx.doi.org/10.1007/978-3-540-77366-
5 29

117. Jukka Valkonen, N. Asokan, Kaisa Nyberg: Ad Hoc Security Associations for Groups,
Proceedings of the Third European Workshop on Security and Privacy in Ad hoc and Sensor
Networks (ESAS), Hamburg, Germany, September 2006. Volume 4357 of Lecture Notes in
Computer Science, Springer. http://dx.doi.org/10.1007/11964254 14

118. Nitesh Saxena, Jan-Erik Ekberg, Kari Kostiainen, N. Asokan: Secure Device Pairing based
on a Visual Channel, (Short paper) Proceedings of the 2006 IEEE Symposium on Security and
Privacy, pages 306--313, Berkeley/Oakland, May 2006.
http://doi.ieeecomputersociety.org/10.1109/SP.2006.35

1109. Jarkko Tolvanen, Jaakko Lipasti, Tapio Suihko, N. Asokan: Remote Storage for Mobile
Devices, Proceedings of the First International conference on Communication System Software
and Middleware (COMSWARE), New Delhi, India, January 2006.
http://dx.doi.org/10.1109/COMSWA.2006.1665195

120. N. Asokan, Lauri Tarkkala: Issues in Initializing Security, (Invited) Proceedings of the IEEE
Symposium on Signal Processing and Information Technology (ISSPIT), Athens, Greece,
December 2005. http://dx.doi.org/10.1109/ISSPIT.2005.1577141

121. N. Asokan, Seamus Moloney, Philip Ginzboorg, Kari Kostiainen: Visitor Access
Management in Personal Wireless Networks, Proceedings of the IEEE International Symposium
on Multimedia (ISM2005) Multisec '05Workshop, pages 686-694, 2005.
http://doi.ieeecomputersociety.org/10.1109/ISM.2005.122

122. N. Asokan, Valtteri Niemi, Pekka Laitinen: On the Usefulness of Proof-of-Possession,
Proceedings of the 2nd Annual PKI Research Workshop, Gaithersburg, MD, USA, April 2003.
Available at http://middleware.internet2.edu/pki03/presentations/10.pdf

123. N. Asokan, Kaisa Nyberg, Valtteri Niemi: Man-in-the-middle in Tunneled Authentication
Protocols, Proceedings of the Eleventh International Security Protocols Workshop, volume 3364
of Lecture Notes in Computer Science, pages 28-41, April 2003, Springer.
http://dx.doi.org/10.1007/11542322 6

124, Sampo Sovio, N. Asokan, Kaisa Nyberg: Defining Authorization Domains Using Virtual
Devices, In Proceedings of the 2003 Symposium on Applications and the Internet Workshops
(SAINT'03 Workshops), 2003. http://computer.org/proceedings/saint-w/1873/18730331abs.htm

125. Manel Guerrero Zapata, N. Asokan: Securing Ad hoc Routing Protocols, Proceedings of
the ACM workshop on Wireless security (WiSE) 2002 , Atlanta, GA, pages 1-10, 2002.
http://doi.acm.org/10.1145/570681.570682

126. Helger Lipmaa, N. Asokan, Valtteri Niemi: Secure Vickrey Auctions without Threshold
Trust, Financial Cryptography 2002, volume 2357 of Lecture Notes in Computer Science, pages
87-101, March, 2002. Springer-Verlag. http://dx.doi.org/10.1007/3-540-36504-4 7

127. Henry Haverinen, Tuomas Maattanen, N. Asokan: Authentication and Key Generation
for Mobile IP Using GSM Authentication and Roaming, Proceedings of the IEEE International
Conference on Communications, Pages 2453-2457, volume 8, Helsinki Finland, June 2001.
http://dx.doi.org/10.1109/I1CC.2001.936589
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128. Philip Ginzboorg, N. Asokan: Key Agreement in Ad-hoc Networks, Proceedings of the
NordSec '99 workshop, Kista, Sweden, November 1999.
129. N. Asokan, Els Van Herreweghen, Michael Steiner: Towards a Framework for Handling

Disputes in Payment Systems, Proceedings of the Third Usenix Workshop on Electronic
Commerce, Boston, Mass., September 1998, pages 187-202.
https://www.usenix.org/conference/3rd-usenix-workshop-electronic-commerce/towards-
framework-handling-disputes-payment

130. Gunter Karjoth, Ceki Giilcli, N. Asokan: Protecting the Computation Results of Free-
roaming Agents Proceedings of the Second International Workshop on Mobile Agents (MA '98),
number 1477 in Lecture Notes in Computer Science, pages 195-207, Springer-Verlag, September
1998. http://dx.doi.org/10.1007/BFb005765910.1007/BF01324939

131. N. Asokan, Victor Shoup, Michael Waidner: Asynchronous Protocols for Optimistic Fair
Exchange, Proceedings of the IEEE Symposium on Research in Security and Privacy, Oakland, CA,
May 1998. IEEE Computer Society Press, pages 86-99.
http://dx.doi.org/10.1109/SECPRI.1998.674826

132. N. Asokan, Victor Shoup, Michael Waidner: Optimistic Fair Exchange of Digital
Signatures, In Kaisa Nyberg, editor, Advances in Cryptology - EUROCRYPT '98, Helsinki, Finland,
June 1998, number 1403 in Lecture Notes in Computer Science, pages 591-606, Springer-Verlag,
May 1998. http://dx.doi.org/10.1007/BFb0054156

133. N. Asokan, Matthias Schunter, Michael Waidner: Optimistic Protocols for Fair Exchange,
4th ACM Conference on Computer and Communications Security (CCS), Zurich, Switzerland,
April 1997. ACM Press, pages 6, 8{17. http://doi.acm.org/10.1145/266420.266426

134. N. Asokan, Gene Tsudik, Michael Waidner: Server-supported Signatures, Proceedings of
the Fourth European Symposium on Research in Computer Security (ESORICS), number 1146 in
Lecture Notes in Computer Science, pages 131-143. Springer-Verlag, September 1996.
http://dx.doi.org/10.1007/3-540-61770-1 32

135. Didier Samfat, Refik Molva, N. Asokan: Untraceability in Mobile Networks, Proceedings
of the ACM International Conference on Mobile Computing and Networking (Mobicom),
Berkeley, Nov. 1995. http://doi.acm.org/10.1145/215530.215548

136. N. Asokan: Anonymity in a Mobile Computing Environment, Proceedings of the
Workshop on Mobile Computing Systems and Applications, Santa Cruz, Dec. 1994.
http://dx.doi.org/10.1109/MCSA.1994.513484

137. N. Asokan, Ravi V. Shankar, Kishan Mehrotra, C. Mohan, Sanjay Ranka: A Neural
Network Simulator for the Connection Machine, Proceedings of the Fifth International
Symposium on Intelligent Control, 1990. http://dx.doi.org/10.1109/ISI1C.1990.128506

138. N. Asokan, Sanjay Ranka, Ophir Frieder: A Parallel Free-text Search System with
Indexing, Proceedings of the IEEE International Conference on Parallel Architectures and
Databases (PARBASE), pages 519-521, March 1990. http://dx.doi.org/10.1109/PARBSE.1990

139. N. Asokan, Ravi V. Shankar: A Parallel Implementation of the Hough Transform Method,
Proceedings of the 32nd Midwest Symposium on Circuits and Systems, Urbana-Champaign,
August 1989. http://dx.doi.org/10.1109/MWSCAS.1989.101856
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B Non-refereed scientific articles

B1 Non-refereed journal articles

140. Mohammad Mannan, N. Asokan: Confronting the Limitations of Hardware-Assisted
Security. IEEE Secur. Priv. 18(5): 6-7 (2020) (Guest Editorial for Special Issue)
141. N. Asokan: Ethics in Information Security, IEEE Security & Privacy 15(3):3-4, June 2017

(Editorial), https://doi.org/10.1109/MSP.2017.75

B2 Book section
142. N. Asokan et al: Architecture (Chapter 6) in SEMPER - Secure Electronic Marketplace for
Europe, (edited by Gérard Lacoste et al), Springer, Lecture Notes in Computer Science 1854, pp
45-63, 2000, http://link.springer.com/content/pdf/10.1007%2F978-3-540-44927-0 8.pdf
143. N. Asokan, Michael Steiner: Architecture (Chapter 11) in SEMPER - Secure Electronic
Marketplace for Europe, (edited by Gérard Lacoste et al), Springer, Lecture Notes in Computer
Science 1854, pp 185-211, 2000, http://link.springer.com/content/pdf/10.1007%2F978-3-540-

44927-0 13.pdf

B3 Non-refereed conference proceedings

144, N. Asokan: Model Stealing Attacks and Defenses: Where Are We Now? (abstract for
Invited keynote, unrefereed), AsiaCCS 2023: 327 https://doi.org/10.1145/3579856.3596441
145. Salman Ahmed, Long Cheng, Hans Liljestrand, N. Asokan, Danfeng Daphne Yao: Tutorial:

Investigating Advanced Exploits for System Security Assurance. SecDev 2021: 3-4
https://doi.org/10.1109/SecDev51306.2021.00013

146. N. Asokan: Hardware-assisted Trusted Execution Environments: Look Back, Look Ahead.
(abstract for Invited keynote, unrefereed), ACM Conference on Computer and Communications
Security 2019: 1687 https://doi.org/10.1145/3319535.3364969

147. N. Asokan: On Mobile malware infections. (abstract for Invited Talk, unrefereed), ACM
Conference on Security & Privacy in Wireless and Mobile Networks, WiSec'14, pp 37-38, Oxford,
United Kingdom, July 2014. http://doi.acm.org/10.1145/2627393.2627420

148. Jan-Erik Ekberg, Kari Kostiainen, N. Asokan: Trusted execution environments on mobile
devices, Tutorial summary, ACM Conference on Computer and Communications Security, pp
1497-1498, Berlin, Germany, 2013. http://doi.acm.org/10.1145/2508859.2516758

149. N. Asokan, Jan-Erik Ekberg, Kari Kostiainen: The Untapped Potential of Trusted
Execution Environments on Mobile Devices (abstract for Invited Talk, unrefereed), Financial
Cryptography 2013, Okinawa, Japan, pp 293-294, Lecture Notes in Computer Science 7859, April
2013. http://link.springer.com/chapter/10.1007%2F978-3-642-39884-1 24

150. N. Asokan, Cynthia Kuo: Usable Mobile Security, Extended abstract accompanying
Invited keynote; unrefereed), Proc. 8th International Conference on Distributed Computing and
Internet Technology (ICDCIT 2012), Bhubaneshwar, India, February 2012.
http://dx.doi.org/10.1007/978-3-642-28073-3 1

151. Kari Kostiainen, Elena Reshetova, Jan-Erik Ekberg, N. Asokan: Old, new, borrowed, blue:
a perspective on the evolution of mobile platform security architectures ( g paper accompanying
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keynote, unrefereed) In Proceedings of the First ACM Conference on Data and application
security and privacy (CODASPY), San Antonio, February 2011.
http://doi.acm.org/10.1145/1943513.1943517

C Scientific books (monograph)

C1 Book

152. Lachlan J. Gunn, N. Asokan, Jan-Erik Ekberg, Hans Liljestrand, Vijayanand Nayani,
Thomas Nyman: Hardware Platform Security for Mobile Devices. Found. Trends Priv. Secur. 3(3-
4): 214-394 (2022) https://doi.org/10.1561/3300000024

153. N. Asokan, Lucas Davi, Alexandra Dmitrienko, Stephan Heuser, Kari Kostiainen, Elena
Reshetova, Ahmad-Reza Sadeghi: Mobile Platform Security, in the series “Synthesis Lectures on
Information Security, Privacy, and Trust”, Morgan & Claypool Publishers, 2014.
http://dx.doi.org/10.2200/S00555ED1V01Y201312SPT009

154. Silke Holtmanns, Pekka Laitinen, Philip Ginzboorg, Valtteri Niemi, N. Asokan: Cellular
Authentication for Mobile and Internet Services, Wiley, 2008, ISBN: 978-0-470-72317-3,
http://eu.wiley.com/WileyCDA/WileyTitle/productCd-0470723173.html

C2 Edited book, conference proceedings or special issue of a journal

155. Mohammad Mannan, N. Asokan: Special issue on “Hardware-assisted Security”, IEEE
Security & Privacy, 18:5, September/October 2020.

156. Adrienne Porter Felt, N. Asokan: CCS'13 co-located workshop summary for SPSM 2013.
ACM Conference on Computer and Communications Security 2013: 1489-1490.

157. Michael Huth, N. Asokan, Srdjan Capkun, Ivan Flechais, Lizzie Coles-Kemp (Eds.): Trust
and Trustworthy Computing - 6th International Conference, TRUST 2013, London, UK, June 17-
19, 2013. Proceedings. Lecture Notes in Computer Science 7904, Springer 2013, ISBN 978-3-642-
38907-8

158. Dieter Gollmann, Dirk Westhoff, Gene Tsudik, N. Asokan (Eds.): Proceedings of the
Fourth ACM Conference on Wireless Network Security, WISEC 2011, Hamburg, Germany, June
14-17,2011. ACM 2011, ISBN 978-1-4503-0692-8

159. Shouhuai Xu, N. Asokan, Ahmad-Reza Sadeghi (Eds.): Proceedings of the 5th ACM
Workshop on Scalable Trusted Computing, STC 2010, Chicago, lllinois, USA, October 04, 2009.
ACM 2010, ISBN 978-1-4503-0095-7

160. Shouhuai Xu, N. Asokan, Cristina Nita-Rotaru, Jean-Pierre Seifert (Eds.): Proceedings of
the 4th ACM Workshop on Scalable Trusted Computing, STC 2009, Chicago, lllinois, USA,
November 13, 2009. ACM 2009, ISBN 978-1-60558-788-2

D Publications intended for professional communities

D2 Article in a professional manual or guide or professional information system,

161. Jan-Erik Ekberg, N. Asokan: Mobile Digital Rights Management, In Professional MITA --
Visions and Implementations, edited by Nokia, IT Press, 2002.
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D3 Professional conference proceedings
162. Lachlan Gunn, Ricardo Vieitez Parra, N. Asokan: The Undeniable Truth: How Remote
Attestation Circumvents Deniability Guarantees in Secure Messaging Protocols, Blackhat Europe
2018, https://www.blackhat.com/eu-18/briefings/schedule/#the-undeniable-truth-how-
remote-attestation-circumvents-deniability-guarantees-in-secure-messaging-protocols-12897

163. Elena Reshetova, Filippo Bonazzi, N. Asokan: Randomization can’t stop BPF JIT spray,
Blackhat Europe 2016, https://www.blackhat.com/eu-16/briefings.html#randomization-cant-

stop-bpf-jit-spray

164. Ravishankar Borgaonkar, Altaf Shaik, N. Asokan, Valtteri Niemi, Jean-Pierre Seifert: LTE
& IMSI Catcher Myths, Blackhat Europe 2015, https://www.blackhat.com/eu-
15/briefings.html#lte-and-imsi-catcher-myths

165. Pekka Laitinen, Philip Ginzboorg, N. Asokan, Silke Holtmanns, Valtteri Niemi: Extending
Cellular Authentication as a Service, First IEE International Conference on Commercialising

Technology and Innovation, London, UK, September 2005. Available at
http://ieeexplore.ieee.org/xpl/freeabs all.jsp?arnumber=1588703

D4 Published development or research report or study

1. Vasisht Duddu, Rui Zhang, N. Asokan: Combining Machine Learning Defenses without Conflicts
arXiv preprint CoRR.abs/:2411.09776, (2024). https://arxiv.org/abs/2411.09776

2. Vasisht Duddu, Oskari Jarvinen, Lachlan J. Gunn, N. Asokan: Laminator: Verifiable ML Property
Cards using Hardware-assisted Attestations. CoRR abs/2406.17548 (2024).
https://doi.org/10.48550/arXiv.2406.17548

3. Hossam ElAtali, Xiaohe Duan, Hans Liljestrand, Meng Xu, N. Asokan: BliMe Linter. CoRR
abs/2406.15302 (2024). https://doi.org/10.48550/arXiv.2406.15302

4. Anudeep Das, Vasisht Duddu, Rui Zhang, N. Asokan: Espresso: Robust Concept Filtering in Text-
to-Image Models. CoRR abs/2404.19227 (2024). https://doi.org/10.48550/arXiv.2404.19227

5. Ruizhe Wang, Meng Xu, N. Asokan: SeMalloc: Semantics-Informed Memory Allocator. CoRR
abs/2402.03373 (2024). https://doi.org/10.48550/arXiv.2402.03373

6. Michael Wrana, Diogo Barradas, N. Asokan: The Spectre of Surveillance and Censorship in
Future Internet Architectures. CoRR abs/2401.15828 (2024)
https://doi.org/10.48550/arXiv.2401.15828

7. Hossam ElAtali, John Z. Jekel, Lachlan J. Gunn, N. Asokan: Data-Oblivious ML Accelerators using
Hardware Security Extensions. CoRR abs/2401.16583 (2024)
https://doi.org/10.48550/arXiv.2401.16583

8. Ruizhe Wang, Meng Xu, N. Asokan: S2malloc: Statistically Secure Allocator for Use-After-Free
Protection And More. CoRR abs/2402.01894 (2024) https://doi.org/10.48550/arXiv.2402.01894

9. Ruizhe Wang, Meng Xu, N. Asokan: SeMalloc: Semantics-Informed Memory Allocator. CoRR
abs/2402.03373 (2024) https://doi.org/10.48550/arXiv.2402.03373

10. Vasisht Duddu, Anudeep Das, Nora Khayata, Hossein Yalame, Thomas Schneider, N. Asokan:
Attesting Distributional Properties of Training Data for Machine Learning. CoRR abs/2308.09552
(2023) https://doi.org/10.48550/arXiv.2308.09552
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Vasisht Duddu, Sebastian Szyller, N. Asokan: SoK: Unintended Interactions among Machine
Learning Defenses and Risks. CoRR abs/2312.04542 (2023)
https://doi.org/10.48550/arXiv.2312.04542

Owura Asare, Meiyappan Nagappan, N. Asokan: A User-centered Security Evaluation of Copilot.
CoRR abs/2308.06587 (2023) https://doi.org/10.48550/arXiv.2308.06587

Vasisht Duddu, Anudeep Das, Nora Khayata, Hossein Yalame, Thomas Schneider, N. Asokan:
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104. N. Asokan, Sanjay Ranka, Ophir Frieder: A Parallel Free-text Search System with
Indexing, Syracuse University Technical Report SU-CIS-90-1.
http://surface.syr.edu/eecs techreports/63/

D5 Textbook, professional manual or guide, dictionary

105. Contributor: Nokia and CE4A: Terminal Mode (later “MirrorLink") Technical Architecture
v1.0, 2010

106. Contributor: Bluetooth Special Interest Group: Bluetooth Secure Simple Pairing
specification. (included in Bluetooth 2.1 and later), 2007

107. Contributor: USB Implementors Forum: Association Models Supplement to the Certified
Wireless Universal Serial Bus Specification, 2006


http://research.nokia.com/files/tr/NRC-TR-2008-001.pdf
http://research.nokia.com/files/tr/NRC-TR-2008-001.pdf
http://research.nokia.com/files/NRCTR2007007.pdf
http://research.nokia.com/files/NRCTR2007004.pdf
http://research.nokia.com/files/NRCTR2007002.pdf
http://eprint.iacr.org/2006/050
http://eprint.iacr.org/2005/424
http://eprint.iacr.org/2002/163/
http://www.zurich.ibm.com/security/publications/1997/ASW97c.ps.gz
http://surface.syr.edu/eecs_techreports/53/
http://surface.syr.edu/eecs_techreports/63/
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G Theses

G1 Polytechnic thesis, Bachelor’s thesis
108. N. Asokan and Pradeep Fatehpuria: A Multiprocessor Database System, Thesis for
Bachelor of Technology (BTech) degree, Department of Computer Science and Engineering,
Indian Institute of Technology, Kharagpur, India, May 1988.

G4 Doctoral dissertation (monograph)
109. N. Asokan: Fairness in Electronic Commerce, Dissertation for Doctor of Philosophy (PhD)
degree, Department of Computer Science, University of Waterloo, Canada, May 1998.
http://www.collectionscanada.gc.ca/obij/s4/f2/dsk2/ftp02/NQ32811.pdf

H Patents and invention disclosures
Granted Patents: (Open this link for an up-to-date list of granted patents)

1. Method and device for verifying the integrity of platform software of an electronic device (US
11,126,710)

2. Method and system for byzantine fault-tolerance replicating of data (US 10,797,877)

3. Method and system for byzantine fault-tolerance replicating of data on a plurality of servers (US
10,664,353)

4. Implementation of an integrity-protected secure storage (US 10,565,400)

5. Method and device for verifying the integrity of platform software of an electronic device (US
10,482,238, 11,126,710)

6. Method and apparatus for identity based ticketing (US 10,374,799)

7. Method and system for byzantine fault-tolerance replicating of data on a plurality of servers (US
10,049,017)

8. Method and apparatus for accelerated authentication (US 9,979,545)

9. Method and apparatus for providing bootstrapping procedures in a communication network (US
9,906,528)

10. Method and device for verifying the integrity of platform software of an electronic device (US
9,881,150)

11. Device to device security using NAF key (US 9,781,085)

12. Mechanisms for certificate revocation status verification on constrained devices (US

9,756,036)

13. Method and apparatus for accelerated authentication (US 9,667,423)

14. Authenticating security parameters (US 9,503,462)

15. Method and device for verifying the integrity of platform software of an electronic device (US
9,438,608)

16. Method and apparatus for providing bootstrapping procedures in a communication network (US
9,300,641)

17. Implementation of an integrity-protected secure storage (US 9,171,187)

18. Method and apparatus to reset platform configuration register in mobile trusted module (US
9,087,198)

19. Methods and apparatus for reliable and privacy protecting identification of parties' mutual
friends and common interests (US 9,003,486)


http://www.collectionscanada.gc.ca/obj/s4/f2/dsk2/ftp02/NQ32811.pdf
https://patents.google.com/?inventor=Nadarajah+Asokan&status=GRANT&sort=new
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20. Method and device for verifying the integrity of platform software of an electronic device (US
8,954,738)

21. Method and apparatus for adjusting context-based factors for selecting a security policy (US
8,898,793)

22. Methods, apparatuses, and computer program products for bootstrapping device and user
authentication (US 8,869,252)

23. Securing communication (US 8,769,284)

24. Credential provisioning (US 8,724,819)

25. Method, apparatus and computer program product for secure software installation (US
8,701,197)

26. Method and apparatus for selecting a security policy (US 8,621,656)

27. Method and apparatus to bind a key to a namespace (US 8,566,910)

28. Administration of wireless local area networks (US 8,532,304)

29. System and method for establishing bearer-independent and secure connections (US 8,484,466)

30. Requesting digital certificates (US 8,397,060)

31. Authenticated group key agreement in groups such as ad-hoc scenarios (US 8,386,782)

32. Methods, apparatuses, and computer program products for authentication of fragments using
hash trees (US 8,352,737)

33. Secure data transfer (US 8,145,907)

34. Establishment of a trusted relationship between unknown communication parties (US
8,132,005)

35. Accessing protected data on network storage from multiple devices (US 8,059,818)

36. Method and system for managing cryptographic keys (EP1561299, US 7,920,706)

37. Address acquisition. (US 6,959,009, US 7,920,575)

38. Method for remote message attestation in a communication system (US 7,913,086)

39. Authenticating users (US 7,788,493)

40. System, method and computer program product for authenticating a data agreement between
network entities (US 7,783,041)

41. Linked authentication protocols (US 7,707,412)

42. Method for protecting electronic device, and electronic device (US 7,630,495)

43. System and method for dynamically enforcing digital rights management rules (US 7,529,929)

44. Information hiding non-interactive proofs-of-work (Korea 37764-KR-PCT)

45. Secure backup and recovery using a key recovery service (Korea 808654)

46. Controlling delivery of certificates in a mobile communication system (US 7,526,642)

47. Method for sharing the authorization to use specific resources (US 7,343,014)

48. System and method of secure authentication and billing for goods and services using a cellular
telecommunication and an authorization infrastructure (US 7,308,431)

49. Method, system, and devices for transferring accounting information (US 7,251,733)

50. Method, system and computer program product for secure ticketing in a communication device
(US 7,207,060)

51. Method for applying electronic payment schemes in short-range e-commerce. (US 7,194,438)

52. IP mobility in a communication system (US 7,191,226)

53. Method, system and computer program product for a trusted counter in an external security
element for securing a personal communication device. (US 7,178,041)

54. Personal device, terminal, server and methods for establishing a trustworthy connection
between a user and a terminal (US 7,149,895, EP 1026641)

55. Authentication in a packet data network. (US 7,107,620, US 7,512,796, EP1273128)



Publications of Prof. N. Asokan May 2025

56. System and method of bootstrapping a temporary public-key infrastructure from a cellular

communication authentication and billing infrastructure. (US 7,107,248, EP1397787B1)

57. Addressing and routing in mobile ad hoc networks.
58. SIM based authentication mechanism for DHCPv4/v6 messages. (US 6,704,789, EP1175765B1)

Invention disclosures: Here is a list of my pending patent applications (according to Google Patents).
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Web of Science (Publons/Researcher ID): 5100+ citations, H-Index: 34
https://www.webofscience.com/wos/author/record/150583

ACM author profile https://dl.acm.org/profile/81100611941

ORCID profile https://orcid.org/0000-0002-5093-9871

Amazon author page https://amazon.com/author/asokan
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