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Automobile safety: early days

* UK Locomotives and Highways Act
(1865) to assure safe driving

— Man with a red flag or lantern 55 m
in front of the car to warn

— Max. speed in towns: 3 km/h

* Revised in 1878
- Red flag man only 18 m in front
- Widely ignored

* Repealed in 1896
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Sources:
http://www.scienceandsociety.co.uk/results.asp?image=10326966&wwwflag=2&imagepos=4
http://en.wikipedia.org/wiki/Locomotives_and_Highways_Act
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Automobile safety today

e The human is still in control

* Not just better “user interaction”

» But several underlying new technologies are in use
- Traffic lights
- Air bags
- Anti-lock breaks

"People are still doing dumb things. But the fact is, the
cars are now much safer and are more likely to save
them. A crash that might have killed you 20 years ago is

probably very survivable now."

Sources:
http://research.cars.com/go/advice/Story.isp?section=safe&subject=safe_tech&story=techIntro

http://research.cars.com/go/advice/Story.jsp?section=safe&subject=safe_tech&story=techOther&referer=advice&aff=national
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Security policies for masses: early days

For ordinary users, on mass-market devices

options L= Firefox security/privacy settings
d & a8 Q | o= = Today!

General Tabs Content  Applications = Privacy  Security Sync Advanced |E| |:| g _.'I—‘]‘ i E s
] g2 U )

Tracking General Tabs Content  Applications  Privacy ~ Security Syne Advanced

[] Tell web sites I do not want to be tracked
Warn me when sites try to install add-ons

Block reported attack sites
Elock reported web forgeries

Histary

Firefox will: [ Use custom settings for history -

[] Permanent Private Browsing mode

Passwords
Remember my browsing history

Remember passwords for sites
[] Remember download history &

Remember search and form history [ Use a master password Change Master Password...

Accept cookies from sites Saved Passwords...

Accept third-party cookies

Keep until: | I close Firefox - Show Cookies...

[] Clear history when Firefox closes Settings...

Location Bar

‘When using the location bar, suggest: [ History and Bookmarks - l

[ ok ][ e H Help

[ ok || cancel || Hep

Policy-by-drudgery: set precise and detailed policies manually
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Security policies for masses: early days

For ordinary users, on mass-market devices

facebook

Facebook
privacy settings
N Circa 2070

Profile  Friends Inbox

Home

& Privacy » Applications

Overview E:m

What Other Users Can See via the Facebook Platform

hen a friend of yours allows an application to access their information, that application may also access any infarmation about you
that your friend can already see, Learn mare,

You can use the controls on this page to limit what bypes of information your friends can see about you through applications, Please
niote that this i anly for applications you do not use yoursalf

(% Share riy namne, networks, and lisk of fFiznds, az well az the fallowing information:

[ Prafile picture [ Ewents I'm irwvited ba

[V Basic info What's this? w Phatos taken by me

¥ Personal info (activities, interests, etc,) [V Phaotos taken of me

|7 Current location (what city I'm in) |7 Relationship status

[V Education history ¥ Cnline presence

[ tterk histary [~ ithat bype of relationship I'rn laoking For
[V Prafile status [~ bt sex I'm interested in

[v wiall [~ b I'miin 2 relationship with

[V Mates [ Religious views

|7 Groups I belang to

(" Do niot share any information sbout me through the Facebook APT
Applications Authorized to Access Your Information
hen you authorize an application, it can access any information associated with your account that it requires to work , Contact

Information is newver shared through Platform, You can view a full list of applications you have authorized on the Applications page,

Facebook Connect Applications

Policy-by-drudgery: set precise and detailed policies manually
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facebook Home Profile Friends Inbox

Information about Recent Activity

cloze

Ihather we display a story on your profile is now controlled by the privacy of the content itself, rather than an additional setting, For exarnple, only people wha can see both
wrour Wall, and the Yall ta which you posted would be able to see a story about oo witing on a fiend’s Wall, ¥ou cannat carnpletely tum off recent activity stories anymare,
Howewer, if you want to remowe & particular story that currently shows up, simply dick the “Remowve” button that appears ta the right of the story after you mowve your

rouse ower it, Leam more about pivacy here,

Privacy Settings » Profile Information

1 Back to Privacy

About me
About Me refers to the About Me description in your prafile

Personal Info
Interasts, Activities, Favaontes

Birthday
Eitth date and Year

Religious and Political ¥iews

Family and Relationship
Farnily Members, Relationship Status, Interested In, and Looking For

Education and Work
Schaols, Colleges and Warkplaces

Photos and ¥ideos of Me

Phatos and Wideos you've been tagged in
Photo Albums

Posts by Me
Default zetting for Status Updates, Links, Mates, Photas, and Wideos you post

Allow friends to post on my Wall

Posts by Friends
Contral who can see posts by wour Riends on your prafile

Comments on Posts
Contral who can comment on posts you create

Preview My Profile...

& Only Friends ~

| & Family, close-relatives, clo... =

& Family, close-relatives ~ |

& Only Friends ~

& Only Friends ~
Edit Settings

| & Family, close-relatives, clo.. «

[ Friends can post on my Wall

| & Family, close-relatives, clo.. ~ |

| & close-relatives, Family, clo... |

Policy-by-drudgery: set precise and detailed policies manually
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Default policies are not always right

One-size does not always fit all

Policy-by-fiat: No choice - defaults specified by developer/administrator
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Current state of access control policies

Today the choice for ordinary users is between
“sensible” and “intuitive”

“sensible” = personalized, appropriate
“intuitive” = easy to use
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Problem:
How can ordinary users set
and manage access control policies?

Objective:
Intuitive means to set/manage
sensible access control policies

Idea:
use context and history to infer sensible policies
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How do users set access control

policies?  Fentuary..
Policy-by-inference: trusted assistant

Tomorrow

Polic
(E.qg.,

-imitation: “do what he/she does”
rivacy Suites” by Bonneau et al, SOUPS 2009)

Today
Policy-by-fiat: developer/administrator-set defaults
Policy-by-drudgery: user suffers through fine-grained policies
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An example: Device Lock

Press Release

Norton Survey Reveals One in Three Experience Cell Phone Loss, Theft

Morton Maobile Security allows users to locate and remotely wipe or lock their lost or stolen Android phones e
 Intended for theft protection
vre J@veet

° [}
MOUNTAIN VIEW, Calif. — Feb. 8, 2011 — At a time when smartphene use has become engrained in everyday life as a primary way to . EX a I I I e O O n e -— S I Z e -— I ts -— a
communicate, work and share, a new survey from Norton reveals that 35 percent of consumers in the U.S. have fallen victim to cell phone loss
or theft[1]. These results make it clear that there is a growing need to protect important and personal information stored on smartphones. To that
end, Norton released today Morton Mobile Security 1.5, the enly product fer Andreid to seamlesshy combine anti-theft features with powerful

mobile antimalware, giving consumers a sense of security in the event their phone is lost or stolen d eVi C e I O C k a IWa ys ki C ks i n
—

http://www.symantec.com/about/news/release/article.jsp?prid=20110208_01
% e Can be annoying in
naked SECU "ty & - freezing weather

News. Opinion. Advice. Researc

L]
malware | spam | social networks | data loss | law & order | apple | podcast| vic - gro ggy m O rn I n gs

G RETORT: Hackiivism, hacking Hacking gang breaks into Norwegian
4 and hackers - what do these words killer's email accounts
really mean?

Survey says 70% don't password-protect
mobiles: download free Mobile Toolkit

Join thousands of others, and sign-up for Naked Security’s newsletter

Don't show me this again

Theriault on August 9 2011 | Comments (5)
R: Data loss, Featured, Malware, Mobile, Social networks, Video

Have you ever lost your mobile phone? | e ]
have. Four times last year. | |r ﬂ_

http://nakedsecurity.sophos.com/2011/08/09/free-sophos-mobile-security-toolkit/
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Device lock: desired user experience

Timeout and unlocking method adjusted based on context

Long timeout Short timeout

Work Cafeteria
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How to estimate safety of a place?

Identify places of interest and profile them over time

A place may not be always safe (or unsafe)

Identify places (generally "contexts”) of interest: Cols
Profile Cols by keeping track of what is seen there
Estimate familiarity of a device in a Col

Estimate familiarity of Col based on devices present
Estimate safety based on current/historical familiarity

UuT N W DN -
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Context Profiling: the intuition

Find and profile contexts of interest (Col)

* For now context = place
 Finding places of interest is easy

* Profile a Col by keeping track of what is seen in that Col
- Now - radio environment: Bluetooth devices, WiFi APs
- Later — ambient noise, light, ...
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Data collection

Observe current context

* Periodically scan the environment (every 5 minutes)
* In each observation, record
—GPS co-ordinates
—-Bluetooth devices
—WiFi access points
* When there is no GPS fix, attempt to guess (more later)
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Contexts of Interest (Col) detection

Grid-based clustering

Count observations in grid cells (d = 250m)
Periodically (every 6 hours)
1. identify cells that cross count threshold

2. compute cluster centroid for cell
3. observations within distance r of

centroid belong to Col (r = 100m)

4. recompute cluster centroid of Col

5. repeat steps 3 & 4 until stable (max 10
iterations)

From now on update Col centroid whenever

a new observation falls with distance r
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Profiling Cols: Device Familiarity

1 (present)

0 (absent) time

devFam(d,C,n) = op X occ(d,C,n)+ (1 —ap) X devFam(d,C,n— 1)

Aggressive growth, but conservative decay - penalize only if absence is prolonged

1,if d seen in n** samplein C

occ(d,C,n) =10,if d not seen in sample in C and n - Ny, mod N, = 0
devFam(d,C,n — 1) otherwise

where Ny, is the last observation in which d was seen in in C
Ny is the length of absence after which devFam is penalized
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Profiling Cols: Context Familiarity

Instant familiarity of the context:

instFam(C,n) = % t_,instFam.(C,n)
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Profiling Cols: Aggregate Familiarity
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Smoothing instant familiarity scores of a context to get aggregate familiarity:
aggFam(C,n) = o, X instFam(C,n) + (1 —a,) X aggFam(C,n — 1)
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From Familiarity to Safety

I
-

r

Instantaneous Familiarity

O

LT HT

Aggregate Familiarity

LT: Low threshold for familiarity
HT: High threshold for familiarity
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Guessing Geolocation

Getting a GPS fix while indoors is harder

S1: Last snapshot with

a GPS reading
» WiFi- and Cell-tower localization via reverse lookup
—Needs access to a database
« WiFi Similarity
-If Jaccard distance (51, S2) < 0.5, use the location of S1
* Best matching Col
—Calculate instFamy,;r;(C;,n) for S2 w.r.t all known Cols C,

—Use centroid of Col X with the highest instFamy;r; (X, n)
—(if it is also above a threshold, 0.75)

S2: Current snapshot

/
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Null device

Model the absence of any devices as a "null device”

» Each type has its own NULL device

e devFam(NULL, C,n) is computed as for other devices
—High in Cols where absence of devices is typical
—Low in Cols where absence if devices is untypical
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Incorporating user feedback

Saumnzlzml

S ® Context 1

Pin Lock 0
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Context Profiler Architecture

24

[ Data collection
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Choosing Context Profiler Parameters

Parameters identified so far: oy Ny ac, LT and HT

Datasets from Lausanne Data Collection Campaign

» GPS, WiFi and Bluetooth observations at different rates
* Mapped to our needs: observations with all three types
* Experiments using data of 37 users (led to 167 Cols)

Frequent Cols. set of Cols containing two Cols with the
highest number of observations for each user

25 © 2011-2012 Nokia NA, February 2012 NOKIA




Choosing Context Profiler Parameters

Rough targets and assumptions

e Assume most people have two safe Cols (work/home)
—|dentify the set of "frequent Co/s”in the data
» Context Profiler should recognize safe Cols within 2 days
e A third of a day is probably spent in a given safe Col (~100
observations)
- Set N, 100 ("prolonged absence”)
 Device familiarity is smoothing of a locally constant step
function
-Set o, to 0.1

* following guidance in "Smoothing, Forecasting and Prediction of Discrete Time Series”, R. G. Brown, Dover Phoenix Edition, 2004.
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Choosing a-and High Threshold HT

Average aggregate familiarity for frequent Cols (oy4=0.1)

Average aggFam > 0.85 in 1 | . | 0.5
steady state for a. = 0.05 ' '
s g —
0.9 »
\ >\
i b
- P
0.8 0.4 ©
£
> 0.7 ¢ i
-E aggFam o.=01 —%— )
g 0.6 stdevAgg o.=0.1 o 4 0.3 4&5‘
E aggFam uc=0.05—m g
O 05 stdevAgg o, =0.05 sg
9 ' aggFam o.=0.02 —#—— ©
g stdevAgg o.=0.02 ¥ 5
o 0.4 aggFam a.=0.01 ——<— | 0.2 g
g 1 stdevAgg o.=0.01 X =
© 0.3 aggFam o.=0.005 —F— g
" stdevAgg a..=0.005 + )
0.2 “a Toa O
L] * ] L} E
o o o o 0
0.1 = L. L L Std.dev of aggFam < 0.05 in
T 0 ¥ % " %& steady state for a < 0.05
0 | I i | | | I I 0
50 100 150 200 250 300 350 400 450 500
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Choosing Low Threshold LT

aggregate familiarity

Aggregate familiarity for 10th percentile of frequent Cols (ag=0.1, o, =0.05)
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Distribution of safety scores

Safety value distribution for all Cols (a.=0.05 a4=0.1)

green
yellow
red m—

15000

10000

5000

(truncated at 2000 observations)

1500

1000

500

0 20 40 60 80 100 120 140 160

Cols (in decreasing order of total observations)
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Comparing with "Ground Truth”

No ground truth regarding specific observations. But users labelled places:

5 s F el g
[y N e s Yol ek il dyaYaYe
8¢ pE B OEg~ § BE g~§ H OB OIO*E NE B
¥ er 6 fr F B A BB I N 8§ W
hoa v I PR T - oy B iy e
Wiy FPYy 3l MY dadYE MYV i dyesy sl agd £3
Y Hliciil SUTIUUT U LUHEPEE Uil
; I
2 s 2 ] ]
Bhin 2 oo odelon o pm rom el 5 woa | on on o g.
EWINS € BE T REedl WAJE BY K K DR~ B
L E}? Gl F R LA B "2 IR AN ILJIu\u\.,-
# v B
Ik a¥Y>Ya
NV ERE Ly
S Tu R 8 e
. M 2
g ol e 4 2o
]

(-
O
)
=
o
g
—
(@)
=

unclassified

safe

unsafe

Assume all observations in safe places must be safe (similarly for unsafe)
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Comparing with "Ground Truth”

Precision |Gsare N Coreenl 0.854
|CGREEN|
Recall |Gsare N Corgen| 0.917
|Gsarel
Fallout w.r.t "unsafe” |Gunsare N Careen| 0.152
|Gunsafe|
Fallout w.r.t "unclassified” |Gunciassriea N Coreen| 0.755

| Gunclassified |

Recognizing unsafe situations

Precision |Gunsare N Crep 0.311
|Crep|
Recall |Gunsare N Cre| 0.341
|Gunsafe|
Fallout w.r.t "safe” |Gsare N Crep| 0.019
|Gsafe|
Fallout w.r.t "unclassified” |Gunciassfiea N Crep| 0.096

| Gunclassified |

G: set of ground truth "observations” NOKIA
C: set of context profiler observations
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Comparing with "Ground Truth”

Recall (RED + YELLOW) | Gunsare N (CrepY Creriow)| 0.848

|Gunsafe |

safety level is not significantly safer than RED
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Revisiting the safety algorithm

LOW VARIANCE HIGH VARIANCE

£ z

€ HT € HT

Ly Y

L L

7)) 7))
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c c

I LT ST

c c

I I

z z

= 0 7 HT = 0 LT HT
Aggregate Familiarity Aggregate Familiarity
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What about security and privacy?

* Yes, WiFi and Bluetooth addresses can be easily faked

—QOur goal is to make device lock acceptable for those who do
not use it now

—Any increase in security is a win

* Yes, this data collection is like iPhone tracking; but
—data never leaves the device
—data can be encrypted using device-specific hardware key
—feature can be opt-in
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Context profiler status (with internal
links)

ISAC (Intuitive and Sensible Access Control) is an exploratory

research activity in NRC (withstudents from Purdue
University, EPFL and Aalto University)

» Context profiler prototyped on N900: Demo video
» Draft paper describing the analysis of the algorithms
using dataset from Lausanne data collection campaign
* Planned work
—Port to other platforms
—User study
—Extensions:
- other context variables,
- benefits of sharing context profiles vs. privacy issues
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Context profiler status

Part of /nturtive and Sensible Access Control (ISAC)

exploratory research activity in NRC (with students from
Purdue University, EPFL and Aalto University)

» Context profiler prototype: Demo video, demo paper

» Draft paper describing analysis of algorithms using
dataset from Lausanne data collection campaign
e Current work

—Porting to Qt/QML (and possibly other platforms)
—User study
—Extensions: other context variables, benefits of sharing

context profiles vs. privacy issues, distinguishing verifiable
device addresses (without wasting battery)
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Open issues

e Scanning without running the battery down

* Finding the notion of safety right for the application

» Making context profiler inferences intelligible to the user
 Sharing context profiler data without damaging privacy

e Distinguishing verifiable device addresses

* Dealing with more general types of contexts
—Family car, group of colleagues at a bar, ...
 Finding other applications besides device lock
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Another ISAC example

PeerSense: recognizing nearby friends (work in progress)

* How can your device recognize your friends’ devices?

— intuitive: one-time simple user action to get started; user
need not manually bind friends’ names to device addresses

— private: eavesdroppers do not learn names; servers do not
learn location or co-location of devices/users

» PeerSense API allows an application to find information
about nearby "friends”

—Example: camera recording nearby friends as photo
metadata(as in TagSense); use to infer likely sharing targets

e Status: Demo (to be shown at Percom 2012)

38
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PeerSense architecture

4 ) /PeerSense Server -
Social Network SN access protocol
(SN) eg. Facebook Graph APY) [ Web Frontend ] [ Social Network App ]
- J
\_
SN authenticafti tocol 1. PeerSense protocol/
2. SN authentication protocol (eg. OAuth)
[ Application N

PeerSense Client

Device
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Summary

An open problem: Ordinary users need intuitive means to set
sensible security and privacy policies

Cues in context and history can help in solving this problem

* Two instances explored

—-Context-profiling and its application to device lock policy
—PeerSense Person-to-Device binding and its application for
photo sharing policies
» Several open issues

-What other applications can use familiarity and safety
estimates? Can we generalize beyond geolocational
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