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Early days of automobile safety

A UK Locomotives and Highways Act
(1856) to assure safe driving

A Man with a red flag or lantern 55
m in front of the car to warn

A Max. speed in towns: 3.2 km/h

A Revised in 1878
A Red flag man only 18 m in front
A Widely ignored

A Repealed in 1896
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Courtesy:
http://www.scienceandsociety.co.uk/results.asp?image=10326966&wwwflag=2&imagepos=4

http://en.wikipedia.org/wiki/Locomotives_and_Highways_Act
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Automobile safety today

A The human is still in control
ANot just better oOuse
A But several underlying new technologies
are in use
A Traffic lights
A Air bags
A Anti-lock breaks

"People are still doing dumb things. But the fact is, the cars
are now much safer and are more likely to save them. A
crash that might have killed you 20 years ago is probably
very survivable now."

Courtesy:
http://research.cars.com/go/advice/Story.jsp?section=safe&subject=safe_tech&story=techintro

http://research.cars.com/go/advice/Story.jsp?section=safe&subject=safe_tech&story=techOther&referer=advice&aff=national
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Early days of secure CommunicatioW)

Wireless Network Setup Wizard X|
Create a name for your wireless network. %

SSID? WPA?
Passcode!

Give your network a name, using up to 32 characters.

Metwork name {SSID); | |

¢ automatically assign a network key (recommended) -

To prevent outsiders from accessing your network, Windows will automatically assign a
secure key (also called a WEP or WPA key) to your network.

, w Paired devices
! AFIL14380

" Manually assign a network key

Use this option if you would prefer to create your own key, or add a new device to your 0 5
' existing wireless networking using an old key.

Bluetooth

[ Use WPA encryption instead of WEP (WPA is stronger than WEP but not all devices are Passcode for asokan-0:
compatible with WPA) -

< Back I Mext = I Cancel |

Ty T % - em— . | ]
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Early days security policies for the masses (today!)

{DSa B3 & L_

flain Tabs Content  Applications ~ Privacy  Security  Advanced

I P
- Histary 1 J J = ﬂ % Cil :_15

| Fain Tabs Content  Applications  Privacy  Securiby

—_—
[ 3

atla

Advanced

¥ Keep my history For at least I 903 days I

[ Remember what I enter in Forms and the search bar | v warn me when sites try to install add-ons %

IV Remember what I've downloaded [ Tell me if the site I'm wisiting is a suspected attack site

- ! ¥ Tell me if the site I'm visiting is a suspected Forgery

Exceptions... |

¥ accept cookies from sites Exceptions... - Passwards

i V¥ ccept third-party cookies | ¥ Remember passwaords For sites

L keep unkil: | I close Firefox . j Show Cookies...

, ¥ Use a master password Change Master Passwiord... |

Exceptions... | |

i they expire
- Private Data ¢ I close Firefox

l)\g ]

Saved Passwords. . |

T

€| T Always clear| 35K e Svery fime se Firefox Settings... 0 - Warning Messages
™ ask me before clearing private data Clear Mo Choose which warning messages you wank to see while browsing the e | }
- 1 weh =
£
I, I Cance| | Help |
4 B

O I Zancel

Help

Policy -by -drudgery : set precise and detailed policies manually
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.an Settimgs Logout

facm Home Profile Friends Inbox

& Privacy » Applications

What Other Users Can See yia the Facebook Platform

When a friend of vours allows an application bo access their infarmation, that application may alsa access any information abaout you
that wour Friend can already see, Learn more,

¥ou can use the cantrols on this page to limit what bypes of information your Friends can see about wou through applications. Pleaze
niote that this is only For applications you do not use yourself:

" Share iy narme, nebworks, and list of friends, as well as the fallowing information:

[v Profile picture [ Ewents I'm irwited o

[ Basic info What's this? v Photos taken by me

IF Personal info (activities, interests, etc,) IF Photos taken of me

[w Current location (what city T'm in) [ Relationship status

[w Education histary [¥ orline presence

[ work history [ wihat bype of relationship I'm looking For
[w Profile status [ wihat sex I' interested in

W iial [T whe I'min a relationship with

[w Motes [T Religious views

[ Groups I belong to

{~ Do not share amy information about me through the Facebook APT
Applications Authorized to Access Your Information
When vou authorize an application, it can access any information assaciated with wour account that it requires to work, Contact

Infarmation iz never shared through Platform, ¥ou can view a fall list of applications vou have authorized on the 2pplications page.

Facebook Connect Applications

Policy -by -drudgery : set precise and detailed policies manually NOKKA
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facebook Home Profile Friends Inbox

Information about Recent Activity

cloze

ihether we display a story on your prafile is now contralled by the privacy of the content itself, rather than an additional setting, For example, only peaple wha can see bath
waur Wall, and the Wall ta which wou posted would be able to zee a story about wau writing on a friend’s Wall, You cannat completely tum off recent activity staries anyrmore,
Howwenwer, iF wou want to remowe B particular story that curvently shows up, simphy click the “Remowe® button that appears to the right of the story after wou mowe your

mause ower it, Leamn move about pivacy here,

Privacy Settings » Profile Information

1 Back to Privacy

About me
About Me pefers ta the About Me description in waur profile

Personal Info
Interasts, Activities, Fawontes

Birthday
Birth date and Year

Religious and Political Yiews

Family and Relationship
Family Mernbars, Relationship Status, Interasted In, and Looking For

Education and Work
Schoals, Collages and Warkplaces

Photos and ¥Yideos of Me

Photos and \ideos ywou've been tagged in
Photo Albums

Posts by Me

Drafault zetting For Status Updates, Links, Motes, Photos, and Wideos wou post

Allow friends to post on my Wall

Posts by Friends
Control whao can see posts by your fiends on your profila

Comments on Posts
Control whao can cornment on posts you create

| Preview My Profile...

& Only Friends ~

| & Family, close-relatives, clo... =

| & Family, close-relatives ~ |

& Only Friends -

& Only Friends ~
Edit Settings

| & Family, close-relatives, clo... =

[ Friends can post on my Wall

& Family, close-relatives, clo... = |

| & close-relatives, Family, clo... = |

Policy -by -drudgery : set precise and detailed policies manually
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Policy -by -fiat : No choice - defaults specified by developer/administrator NOKIA
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Current state of access control policies

Today the choice for ordinary users is between
osensi bl eo and oI ntuilt.

NOKIA
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Problem:
How can ordinary users set
and manage access control policies?

Objective:
Intuitive means to set/manage
sensible access control policies
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How do users set access control policies?

Eventuall yeée

Policy -by -inference : trusted assistant

Tomorrow

Policy -by -imitation

(Andreas Heiner; also seeo P r _J

what he/ st
acy Suil t es pSOUBS2B09)n n e a

Today

Policy -by -fiat : developer/administrator -set defaults
Policy -by -drudgery : user suffers through fine -grained policies

| | NOKIA
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http://www.cl.cam.ac.uk/~jra40/publications/2009-SOUPS-privacy-suites.pdf
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Share online
g

3G

Flickr
Yox

Select

asokan.family
asokan.public
asokan.videos
aijala08.public

OK
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Can we select a sensible default
channel based on the data and
metadata to be uploaded?

Example 1: privacy settings for photo channels
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Example 2: authentication for screensaver unlocking

El08eisa .
3G py Azék’%’ . 1]

LR Y

M search: Internet and My content
[ No more entries today

& 13/01 1:00 PM- 1IP

£ WLAN scanning off

W %o &0

Lock code:
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© The New Yorker Collection 1997 Tom Cheney from cartoonbank.com, All Rights Reserved, I 3 F N — I “U A
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Questions

A What applications and what kinds of access control policies?
A Device lock policy, application privileges
A Privacy policies for sharing data with others
Aé?
A How do we set initial policy?
A User-chosen cluster, Segmentation -by-querying -user, Policy-by-i mi t at i on, e
A Clustering users based on initial user behaviour and other context information?
A How do we evolve policies?
A Clustering objects (data), user feedback (e.g., using non-modal dialogs 30 Omb uds Key 0)
A How to get the data for clustering?
AClustering for policy initialization require:
A Access control policy not as sensitive as personal data: users more willing to share them?
A What is so special about security/privacy policies?
A Cost of incorrect inferences

Aé?

NOKIA
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What happened to the first problem?

A Several research papers by various researchers
A Several new standards specifications (2005 -2007)
ADeployment in progress: products hitting the market now

| | NOKIA
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RERY

Wanted: Secure, intuitive, inexpensive first connect

ATwo (initial) problems to solve
A Peer discovery: finding the other device
A Authenticated key establishment . setting up a security association

A Assumption: Peer devices are physically identifiable

NOKIA
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RERY

Key establishment protocols for first connect (1)

Key establishment

Key transport via OOB channel Key agreement
Symmetric crypto only Asymmetric crypto
| |
| | | |
Authenticated Unauthenticated Authenticated Unauthenticated
Short keys vulnerable to passive attackers Secure against passive attackers

NOKIA
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RERY

Authentication by comparing short strings

Choose long random R,
key agreement: exchange PK,, PKg

Calculate commitment < > Choose long random Rg
hAY h (%)’ Send commitments hA
Rg
Open commitment R Verify commitment
A A R B

ho h(A,RQ
Abort on mismatch

Va¥  H( RKB PKRL, R)O ;
vgY H( R KK RBg)

Va , VB
e == == = == =
ok/not-ok ok/not-ok
A= = = - - —_——— )

User approves acceptanceif v, and Vg match
21(duncondi tional 6) -m-+he-middlet(listhalgngth af s/tandmg n
h() is a hiding commitment; in practice SHA -256
MANA IV by Laur, Asokan, NyberdIACR report] Laur, Nyberg [CANS 2006]
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Comparative analysis by Suomalainen, Valkonen and Asokan [[JSN 2009. IT:IEEE

New Stano

ards ftor 1irst connect

Key establishment

P1: Key transport via OOB channel

@ Rajig —UsB

Key agreement

P12: Key extraction from shared environment

Symmetric crypto only

Asymmetric crypto

P2: Authenticated P3: Unauthenticated Authenticated P11: Unauthenticated
0-
Authentication by integrity checking Authentication by shared secret P10: Hybrid/one -way OOB|

P4: Key commitments

via unspoofable channel

Short string comparison

9 21 @ SETUP

| P5: Userassisted| | P6: via unspoofable channel

8 21 @ SETUP

9 2.1 @ SETUP

lP?: Userassisted

P8: via OOB channel P9: Secret extraction from

shared environment



http://dx.doi.org/10.1504/IJSN.2009.023428

Deployment in progress

Bluetooth Security Setup

ASecure Simple Pairing £3-: 9

Paired devices exchange a secret kep each time they connect. This key iz unique
for each pair of devices; itis used to verify identity and to encrupt the data that the
devices exchange.

Werify that the following is displayed on Asokan N900, and
then click Next,

923338

< Back I Next > I Cancel

AWiFi Protected Setup

NOKIA
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