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This is a talk about a research project. Opinions stated here do not necessarily
| mply Noki aodos offici al strategy
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On-board Credentials: What and Why
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Onboard Credentials (ObCs)

open
Anecredential platform that leverages on -board trusted execution environments
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Secure yet inexpensive
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SWonly credentials HW credentials

Similar in spirit to multi -application smartcards
A But without any issuer control

Design should take limitations of existing trusted hardware into account
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DeSig A gOaIS Credential = program + secret

A Credential programs can be executed securely
A Use a trusted execution environment (TrEE)
A Credential secrets can be stored securely
A Use a devicespecific secret in TrEE for secure storage
A Creating new types of credentials (i.e., new credential programs) is easy
AAnyone can create and use new credential types
A Need a security model to strongly isolate credential programs from one another
A Avoid the need for centralized certification of credential programs
AAnyone can provision credential secrets securely to a credential program
A Need a mechanism to create a secure channel to the credential program
A (certified) device keypair; unique identification for credential programs
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ObC Architecture
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ObC arCh iteCtU e Credential = program + secret

TrEE based on trusted hardware Client
A Secure storage, using a Applications
device-specific ObC Platform :
Key (OPK) _ Credentials $anager API
: Device OS
A secure execution Credental
. . . reaentials Credentials
A Certified device keypair / Manager D _
PKiev/SKiev Secure X
Interpreter runsin TrEE — Ul —
A Credential programs (ObC S e\ o o e
programs) are scripts ObC :/ Obc—r: e
_ Norogram_/ i program | ]
A program hash as unique ID IR PRl bbbt Crypto
. Provisioning Interpreter i
Encrypted storage for credentials & Ve
(secrets + programs) 55-SKiey o OPK
SeeACM A S| ACC Horthedlohgep faahrécal report )
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http://portal.acm.org/citation.cfm?doid=1533057.1533074
http://research.nokia.com/files/NRCTR2008007.pdf

Isolation of ObC Programs

Isolating the platform from programs
AConstraining the program counter, dur

Isolating programs from one another
AOnly one ObC program can execute at a time
AAn ObC program can oOseal 6 data for it
A Sealing key is different for every independent ObC program
Sealing-key = KDF (OPK, progrardhash)

AA program can invoke functions |ike O0se:
on program loading)
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Secure Provisioning of ObCs
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Requirements for Provisioning Credential Secrets

A Provisioning protocols typically focus on user authentication only
ACFKI P, Open Mobile Alliance Device Manag

AIETF keyprov working group is defining Dynamic Symmetric Key Provisioning
Protocol (DSKPP)

A Allows device authentication  as well
AWe need mor eé

A provision a key so that it can be accessed by specific credential programs
ASubject toé

A 0Anyone can provision credential secrets s ecur el vy

A Support for multiple versions of credential programs

A Support for several co-operating credential programs

I

t a credent
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Provisioning credential secrets (1/4)

Basic Idea: the notion of a family of credential secrets and credential programs
endorsed to use them

Family secrets Family programs

NOKIA
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Provisioning credential secrets (2/4)

ISI i . ObCP/Init
AProvision a family root key to the device Family Root
A using authentic device public key PKy,, Key RK (0 n%
PKoev
ObCP/Xfer
Credential

ATransfer encrypted credential secrets
A using authenticated encryption (AES -EAX) with RK

Secretdata ‘it

ObCP/Endorse

Credential
ProgramID

AEndorse credential programs for family membership
A Program ID is a cryptographic hash of program text
A using authenticated encryption (AES -EAX) with RK
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Provisioning credential secrets (3/4)

AAnyone can define a family by provisioning a root key
AMultiple credential secrets and programs can be added to a family

A Credential Programs can be encrypted as well

ObCP/Xfer

Secret
Program

Tech Report at http://research.nokia.com/files/NRCTR2008007.pdf
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http://research.nokia.com/files/NRCTR2008007.pdf

. . . PKy/SK; = device keypair
Provisioning credential secrets (4/4 e rnauer contea or e

Verifies Cert,, Creates new RK LFK = local family key
Init = Enc(PK,, RK) Credential issuer LEK = local endorsement key

Xfer = AE(RK, secret) ET = endorsement token

Enc = public key encryption
Endorsement = AE(RK, hash(program))

AE = authenticated encryption

KDF = key derivation function

LFK = KDF(RK, OPK) PKs, Cert, Init, Xfer, Endorsement
LEK = KDF(OPK, hash(program))

ET = AE(LEK, LFK)

DeviceOS  _______________
] I
ET ' program
L - M
TrEE i — ‘
ObC ‘ i ObC [ !onc ﬂ% LRK
Secret {  program | Secret |
ObCProvisioning e . ET Crypto
o Library
P4 A
AN ¢! _—»  ObCinterpreter
o <
SK, OPK
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Asymmetric ObCs

Provisioning Client Credential

Server E Application Manager

CreateKeyPair(..)

credID

GetPK (credID)

PK

&
<«

GetKeyPairAttestation (credID)

»

PK, SKAR-er, SKAE for PK

A

Cert =Sigg( P K

-
N

v

importCert (credID, Cert)

-

SignMessag€gcredID, msg, ..)

Sig

&
<«

Cert, (Device certificate) Certificate for PKyissued by manufacturer
SKAE (Subject Key Attestation Evidence) for PK: Signature on PK issued by $Kattesting that SK is within the TrEE
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Instantiations of the Architecture
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M-Shield™: Example hardware TrEE #1

M-Shield provides

A Secure boot

A Chip-specific secret key (e-fuse)

ASecure execution of certified OProtec
AOn-chip RAM for PAs

Aé (hardware RNG, crypto accelerators,

http://focus.ti.com/pdfs/wtbu/ti_mshield_whitepaper.pdf

TExas
INSTRUMENTS
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http://focus.ti.com/pdfs/wtbu/ti_mshield_whitepaper.pdf

ODbC on Symbian/Mshield secure h/w (20072009)

e
=

AM-Shield secure boot used for Client B
validation of OS (Symbian OS) Applications e
Alnterpreter (Lua), Provisioning t
subsystem are PAs Symbian OS v
A Use on—chip RAM Credentials
AOPK from chip-specific secret Secure / Manager
ADevice key pair Ul ‘
A generated by Prov. PA M-Shield TrEE Y
A protected by chip -specific ObC i ObC | e '
secret key . program i program ::
A certified by manufacturer Prov. PA Interpreter PA S{,¥§f§
L’Z{;;smev L’&;POPK
NOKIA
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TPM: Example hardware TrEE #2

TPM provides

A Authenticated boot

A Components during boot measured and recorded in Registers (PCRs) within TPM

AA set of PCR values = a oconfiguration
A Secure storage for keys bound to a specific configuration
A Ability to seal arbitrary data bound to a specific configuration
A Secure execution of selected cryptographic operations

Vd

Aé (remote attestation, &)

TRUSTED
COMPUTING GROUP~
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ODbC using Linux/TPM (2006)

Linux user space
A Interpreter in kernel SIS ApEliEEiEE
module on InitRD I
A Keylnitializer in InitRD sealed
creates OPK on first use Credentials Credentials
and seals for current 2y Secure Manager Database
configuration OPK Ul
ee g [N
A Keyinitializer unseals A \
f;\l?é((:;)goil;bsequent InitRD \ Linux kernel module
A Security of execution | creates ‘obeifobe
|mprov§d using orotects | ‘  Program ;} Program
dynamic root of trust | Key loads &) ST T c ryp ”
(2009) | Initializer [T > OPK Interpreter | oy

Trusted Platform Module

Storage Key PCR| | PCR| | PCR

TRUSTED
COMPUTING GROUP~

MSc thesis work:
http://asokan.org/asokan/research/Aish -Thesis-final.pdf
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http://asokan.org/asokan/research/Aish-Thesis-final.pdf
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ObC on Maemo/Mbhield secure h/w (20092010,

Linux user space

Client Applications

A Maemo port in progress

A Credentials Manager I
Interface as a Qt API fbobeqt.so
Credentials .
QF Support Credentials
M an ag er libobcacc.so Database

low level

\

\ .
SmameLinux kernel space
PA loader
= 10:08 = Lock application
a0 & A
Maemo Lock with i v
OnBoard Credentials M-Shield TrEE
. . ObC i ObC ! é
Close app. Open door Configure 1 10 | : :
. program ;. program . |
MXKAYMOS5wro+/WUhjgl & Crypto
Door select WsNBJAuv9aCgfIURSKDriy Prov. PA Interpreter PA Library
Voutilantie 18 EKfDIjIt6 LVKSBWU4]m/4=
¥ |
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Deployment considerations

Ski pObCoin autiord

NOKIA

23 © 2007 -2010 Nokia, ObGoverview -public-jan2010 N. Asokan



1. ObC: Full use of secure HW

Server program) protected by hardware
TrEE
Provisioning protocol A Provisioned data encrypted with
Symbian OS v Pl%ev
Y - A Not accessible to Device OS
ien
Application A Cannot be copied between
devices
| -
Process boundary (ing. 0y — A Hardware attack is typically
" Credentials > destructive and device -specific
Manager
/. \ .
/ A\ A Encrypted secret stored in
e T 2 / \ Credentials Manager database
A Can be backed up
Provisioning S P Crypto Lib
subsystem . .
A » | | Imierpreter A Currently works on devices with
" sk L R&D certificates (tested on
= "4y OFK N95/N96)
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2. ObC: Partial use of secure HW

Provisioning server

Authentication
server

Provisioning protocol

Symbian OS

v

Application

Client

!

Process boundary (ring 0).

Credentials
Manager

N

v

ObC Program

Provisioning Crypto
A Subsystem Lib
Interpreter
T4y S%ev| | 7 OPK
A8
M-Shield TrEE Encrypt/Decrypt Secure boot
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A

Credential Manager uses secure
HW for encrypting its device and
storage key

A Credentials Manager can do this
if it has Nokia Vendor ID (VID)

ODbC secret stored in Credentials
Manager database protected by
use of hardware TrEE

ObC program runtime
execution protected by Symbian
OS platform security

Works on most recent off -the -
shelf Symbian devices

NOKIA



3. ObC: Emulateo

Provisioning server |« Authggrt\i/%arﬁon A The Credentials Manager process
contains also Interpreter and
Provisioning subsystem

Provisioning protocol

Symetan 03 - A ObC program executed in
lent .
Application Symbian OS
Process boundary (ring Q) <>
T Credentials > A ObC secret and program
Manager protected by Symbian platform

/ \ security

J A Hardware TrEE for secure boot

ObC Program Crypto
Lib

Provisioning
A subsystem

Interpreter

A Works on any S60 3.1+ phone

v § '.-:l
"l Skoev “Lp OPK

M-Shield TrEE Secure boot
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ODbC implementation supports all 3 variants

A Implementation contains code for
emulating TrEE PAs
(interpreter+provisioning+crypto) in S60

A Same software package can be installed
in any Symbian/S60 device

A automatically decides the variant to use

ACOPAOG = OProtected
code that runs in the M -Shield hardware
TrEE)
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Appl i

Try loading
ObC PAs

3. Emulated

1. Full use of
h/w TrEE

o r o 'I'n,

2. Partial use
of h'wTrEE
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ObCs In action

NOKIA

28 © 2007 -2010 Nokia, ObGoverview -public-jan2010 N. Asokan



An Example ObC: SecurlD emme password
authenticat' -+

. RSA Securld 3
& 0
x . RsASecurld 3
RSA SecurlD’ - :
= e L
— a= ‘ D
sse Server URL: x al RSA Se(urld 3‘%
No token installed. ") [host—237.nrln.net/prov | RSA SecurlD e L
Download token °
now? Activation code: S . RS/\ SECUI"D
es) . NO | AT %
B R secufldl 3 VIIIIIIII IS,
4]

Token downloaded ﬁ
v I

' RSASecurld %
RSA SecurlD r"t 0

o
RSA SecurlD’
Enter token PIN: s 58243 062 | | | |
| | Joint research project with RSA security
L Gl

BB 0EGEEOBEO
¢ P
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Phone as smartcard (PASC)

A Applications use public key (PK)
cryptography via standard
frameworks

A Crypto API (windows), Cryptoki (Linux,
Mac), Unified Key/cert store (Symbian)

A Agnostic to specific security tokens or
how to communicate with them

A Any PK-enabled smartcard can be
used seamlessly with PK-aware
applications!

What if mobile phone can present itself
as a Pkenabled smart card?

NOKIA
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http://www.clker.com/clipart-smartcard.html
http://www.clker.com/clipart-14767.html
http://www.clker.com/clipart-15131.html

Demo: Mobile device as secure token for VPN access

" S
Viestorekisterikeskus
s m mPollux
neo

Befolkningsregistercentralen

oOKansal ai sv
PKCS#153 smart card

Sign

signature

Secure yet inexpensive
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http://www.fineid.fi/vrk/fineid/home.nsf

