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Outline

• Reminiscences: collaborating on real-world protocols (that use cryptography)
– Channel binding in protocol composition
– Secure device pairing
(including lessons learned)

• More personal reminiscences about working with Kaisa
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Channel Binding in protocol composition

Composing two secure authentication protocols carelessly can lead to a man-
in-the-middle vulnerability

• Protocol composition can ease deployment
• Examples:

– Server authentication using TLS + user authentication with password
– Authentication for VPN access using legacy authentication protocol
– Bootstrapping a “local PKI”
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3G AKA

Provides mutual authentication

Home Security 
Server

Serving Network

K
Latest SQN: SQNU

K
Latest SQN: SQNH

Rand K SQNH

XRES AUTN IK CK
Rand K AUTN

RES SQN IK CK

STOP if SQN ≤ SQNU

STOP if RES ≠ XRES

IMSI
IMSI

Rand, AUTN, XRES, IK, CK
RAND, AUTN

RES



6

Bootstrapping certificate enrollment
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1. Set up a (server-authenticated) TLS channel

2. Run AKA 

Cert Request

Cert Response

3. Do certificate enrollment via the 
(mutually) authenticated TLS channel



7

Bootstrapping certificate enrollment
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2. Run AKA 

Cert Request

Cert Response

3. Do certificate enrollment via the 
(mutually) authenticated TLS channel
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[ANN03] “Man-in-the-middle in Tunnelled Authentication Protocols”, Security Protocols, 2003

Channel binding: Use of cryptographic binding to compose two authenticated channels

http://dx.doi.org/10.1007/11542322_6
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Channel binding: the aftermath

• Fiery reception at Security Protocols workshop!
– “But you are using the worst rackets in industry as a justification for what you’re doing. There are all sorts of people just generating garbage 

protocols, a couple of which you have already mentioned here. We’re trying to reverse their work, whereas you’re trying to advocate we use all 
these garbage protocols.”

– For an entertaining read, see transcript of discussion during my talk at SPW ’03!
• Impact in IETF

– Closing down of ipsra working group; channel binding in IKEv2
– Continued attention: e.g., RFC 6813

http://link.springer.com/content/pdf/10.1007/11542322_7.pdf
http://tools.ietf.org/html/rfc6813
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Channel Binding: lessons learned

• Negative results are useful for security practitioners
• Standardization can make a good idea see light of day
• (Tech transfer) Impact    Capturing researcher interest →/
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Secure Device Pairing

How can the process of pairing two devices be made easy to use without 
compromising security or adding to cost?
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Secure Device Pairing: ca. 2005
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Naïve usability measures damage security
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Naïve security erodes usability
Car kits 

– Allow hands-free phone usage in cars
– Retrieve/use session keys from phone SIM
– require higher level of security

 users must enter 16-character passcodes

More secure = Harder to use?

Cost: 
Calls to Customer Support
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Asymmetric crypto

Key transport via OOB channel

UnauthenticatedAuthenticated

Symmetric crypto only

UnauthenticatedAuthenticated

Key establishment

Key agreement

Short keys vulnerable to passive attackers Secure against passive attackers

Key establishment for secure pairing ~2005
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Authentication by comparing short strings

vA and vB are short strings (e.g., 4 digits), 

User approves acceptance if vA and vB match

A man-in-the-middle can easily defeat this protocol

ok/not-okok/not-ok

A B

vA← H(A, B,PKA|PK’B) vB← H(A, B,PK’A|PKB)
vA vB

PKA

PKB
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MitM in comparing short strings

PKC1

C

PKA

A BPKC2

PKBPick PKC2 by trial-and-error:
H(A, B,PKA|PKC2) = v’B v’B ← H(A, B,PK’A|PKB)

PKC1

PKC2

okok

v’A v’B

v’B ← H(A, B,PKC1|PKB)

Guess a value SKC2/PKC2 until H(A, B, PKA|PKC2) = v’B

If v’B is n digits, attacker needs at most 10n guesses; Each guess costs one hash calculation
A typical modern PC can calculate 100000 MACs in 1 second

v’A ← H(A, B,PKA|PK’B)
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Authentication by comparing short strings

User approves acceptance if vA and vB match

2-l (“unconditional”) security against man-in-the-middle (l is the length of vA and vB)
h() is a hiding commitment; in practice SHA-256

ok/not-okok/not-ok

A

key agreement: exchange PKA, PKB

B

hA

RB

RA

Calculate commitment
hA← h(A, RA)

vA← H(A,B,PKA|PK’B,RA,R’B)

Verify commitment
h’A≟ h(A, R’A)
Abort on mismatch

vB← H(A,B,PK’A|PKB,R’A,RB)
vA vB

Choose long random RA Choose long random RB
Send commitments

Open commitments

[LAN05] MANA IV, IACR report; [LN06] CANS ‘06

http://eprint.iacr.org/2005/424
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Key establishment for secure pairing ~2008

Unauthenticated
Diffie-Hellman

Authenticated Diffie-Hellman

short-string 
comparison

short PIN Out-of-band 
channel

WiFi Protected 
Setup

“Push-button” √ NFC

Bluetooth 2.1 “Just-works” √ √ NFC
Wireless USB √ USB Cable

[AN10] “Security associations for wireless devices” (Overview, book chapter)
[SVA09] “Standards for security associations in personal networks: a comparative analysis” IJSN 4(1/2):87-100 (survey of standards)

http://research.ics.tkk.fi/publications/knyberg/secass.pdf
http://dx.doi.org/10.1504/IJSN.2009.023428
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• Widely deployed (Bluetooth SSP, WiFi Protected Setup) 
• Improving usability/security  → fundamental protocol changes

Secure Pairing: the aftermath

[UKA07] “Usability Analysis of Secure Pairing Methods”, USEC ’07
[SEKA06] “Secure device pairing based on a visual channel”, IEEE S&P ‘06

http://dx.doi.org/10.1007/978-3-540-77366-5_29
https://doi.org/10.1109/SP.2006.35
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Secure Device Pairing: lessons learned

• Address pain points - builds credibility with stakeholders
• Don’t just guess security requirements; Ask stakeholders
• Desiderata for deployment and research can be different
• Standardization can make a good idea see light of day
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Lessons Learned

• How to choose the “right” problems?
– Don’t just guess security requirements; Ask stakeholders
– Desiderata for deployment and research can be different

• How to identify “good” results?
– Negative results are useful for security practitioners
– (Tech transfer) Impact     Capturing researcher interest 

• How to find paths to deployment?
– Address pain points - builds credibility with stakeholders
– Standardization can make a good idea see light of day

→/
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Personal reminiscences

https://www.gizbot.com/mobile/news/nokia-6-nokia-5-nokia-3-nokia-3310-
price-details-out-before-june-release-date-040591.html 

Applications

https://toc.csail.mit.edu/cis 

Cryptography

https://www.codepaltoolkit.com/2019/04/15/dealing-with-difficult-people/ 

Standardization

Role model …
… in many dimensions!

https://www.gizbot.com/mobile/news/nokia-6-nokia-5-nokia-3-nokia-3310-price-details-out-before-june-release-date-040591.html
https://www.gizbot.com/mobile/news/nokia-6-nokia-5-nokia-3-nokia-3310-price-details-out-before-june-release-date-040591.html
https://toc.csail.mit.edu/cis
https://www.codepaltoolkit.com/2019/04/15/dealing-with-difficult-people/
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