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Services are moving to “the cloud”
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Services are moving to “the cloud”

Example: cloud-based malware scanning service
Example: cloud storage



Cloud-based malware scanning service

Needs to learn about apps installed on client devices
Can therefore infer personal characteristics of users
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Securing cloud storage

Client-side encryption of user data is desirable

But naive client-side encryption conflicts with
« Storage provider’s business requirement: deduplication ([LPA15] ACM CCS '15)
* End user’s usability requirement: multi-device access ([P+18] IEEE IC ‘18, CeBIT ‘16)
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New privacy and security concerns arise

Example: cloud-based malware scanning service
Example: cloud storage

Naive solutions conflict with other requirements
e privacy, usability, deployability



CloSer project: the big picture

Cloud Security Services

e 2014-2016, funded by Academy of Finland
e 2016-2018, funded by Tekes

« Academics collaborating with Industry CI°4De:r

Security

https://wiki.aalto.fi/display/CloSeProject/CloSer+Project+Public+tHomepage

Usability Deployability/Cost
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Malware checking

=
ﬁ h(APK)
Y
User ~
Malware
DB
On-device checking — Cloud-based checking
e High communication and computation costs * Minimal communication and computation costs
« Database changes frequently « Database can change frequently
 Database is revealed to everyone « Database is not revealed to everyone

o User privacy at risk!



Private Membership Test (PMT)

The problem: How to preserve end user privacy when
guerying cloud-hosted databases?

=

User

Lookup Server

Server must not learn contents of client query (q).

Current solutions (e.g. private set intersection, private information retrieval):
* Single server: expensive in both computation and/or communication

« Multiple independent servers: unrealistic in commercial setting

Can hardware-assisted trusted execution environments provide a practical solution? 10



Trusted Execution Environments are pervasive

-

\ Hardware support for
Trusted - Isolated execution: Trusted Execution Environment

SOUTENE - Protected storage: Sealing
- Ability to report status to a remote verifier: Remote

Protected Attestation
Storage

\ Root of Trust /

Other
Software

Cryptocards Trusted Platform Modules ARM TrustZone Intel Software Guard Extensions
AN
arm

https://www.arm.com/products/security-on-arm/trustzone
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[EKA14] “Untapped potential of trusted execution environments”, IEEE S&P Magazine, 12:04 (2014)



https://www.ibm.com/security/cryptocards/
https://www.infineon.com/tpm
https://software.intel.com/en-us/sgx
https://www.arm.com/products/security-on-arm/trustzone
https://doi.org/10.1109/MSP.2014.38

Background: Kinibi on ARM TrustZone

Rich Execution Trusted Execution Kinibi
Environment (REE) Environment (TEE)

e Trusted OS from Trustonic
pr——

Adversar i
y Observe Remote attestation

.  Establish a trusted channel
: Trusted -
Client App { | Shared Memory |_Z rx;pe 3252:5

Private memory

Rich OS Trusted OS (Kinibi) * Confidentiality

* Integrity
e Obliviousness

TrustZone Hardware Extensions

https://www.trustonic.com/solutions/trustonic-secured-platforms-tsp/ 12
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Background: Intel SGX

4 )

oS

User Process

Enclave

Observe

~TEE

(Encrypt
integrity

o

J< REE

https://software.intel.com/sgx

d & -‘<

rotected)

System Memory

Enclave Page
Cache

Enclave
Code

Enclave
Data

Physical address space

Trusted
Untrusted

CPU enforced TEE (enclave)
Remote attestation

Secure memory

« Confidentiality

e Integrity

Obliviousness only within
4 KB page granularity
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System model

Lookup Server

Untrusted application Trusted application

Dictionary  ~—_2n_~ Information leak: Memory access patterns
provider Dictionary: X

Response

Response: r buffer

Y
Secure channel with remote attestation

14



Path ORAM

[ o VW RPN Py

O(log(n)) computational and constant communication overhead per query

——————————————————

Not amenable for simultaneous queries O(mlog(n))

m_block(q) = b4

Stefanov et al. ACM CCS 2013, https://dl.acm.org/citation.cfm?id=2516660

15
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Android app landscape

, . New Android malware samples
BB/ (peryear)
i [ g “ jl

3,246,284
3,002,482

2,383 il
1,548,129
192,085
3,809 214 327 .

2011 2012 2013 2014 2015 2016 2017

Unigue new Android malware samples

Source: G Data

2015: https://secure.gd/dl-en-mmwr201504

2018: https://www.gdatasoftware.com/blog/2018/02/30491-some-343-
new-android-malware-samples-every-hour-in-2017

Current dictionary size < 224 entries

On average a user installs 95 apps

(Yahoo Aviate)

Yahoo Aviate study
Source:
https://yahooaviate.tumblr.com/image/95795838933

Even comparatively “high” FPR (e.g., ~210)
may have negligible impact on privacy

16
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Cloud-scale PMT

Verify Apps: cloud-based service to check for
harmful Android apps prior to installation

“...over 1 billion devices protected by Google’s
security services, and over 400 million device
security scans were conducted per day”

Android Security 2015 Year in Review

“2 billion+ Android devices checked per day”
https://www.android.com/security-center/

(c.f. <17 million malware samples)

Sign-in

Security code

Androld Device Manager

Remaotely locate this device .
Show device location on Andrond Device Mana

Allow remaote lock and erase

if vou lose your devic £, Yo an remolely 1ock o .
tactory reset i with Ardroig Uevice Manager

Verify apps

Scan device for security threats

Hegulary check device actllvity and prevent or .
¥ i

Nam aout potential narm

Improve harmful app detection

O o VO LR (e s oo i
AN APPS B0 s I8 T DELpEr eyectior
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Requirements

Query Privacy: Adversary cannot learn/infer query or response content
« User can always choose to reveal query content

Accuracy: No false negatives
 However, some false positives are tolerable (i.e. non-zero false positive rate)

Response Latency: Respond quickly to each query

Server Scalability: Maximize overall throughput (queries per second)

18



Requirements revisited

Query Privacy: Adversary cannot learn/infer query or response content
 User can always choose to reveal queries

Accuracy: No false negatives
 However, some false positives are tolerable (i.e. non-zero false positive rate)

Response Latency: Respond quickly to each query

Server Scalability: Maximize overall throughput (queries per second)

Dictionary size* = 226 entries (~ 67 million entries)

FPR* = 210

Latency* ~ 1s

* parameters suggested by a major anti-malware vendor

19



Carousel design pattern

Dictionary
provider

-1
A

User

=
<

Lookup Server

Untrusted applicatiog

Response: r

Trusted application

Response
buffer

20



Carousel caveats

1. Adversary can measure dictionary processing time )
« Spend equal time processing each dictionary entry

2. Adversary can measure query-response time
* Only respond after one full carousel cycle

Both impact response latency (recall Requirements)

Therefore, aim to minimize carousel cycle time

21



How to minimize carousel cycle time?

Represent dictionary using efficient data structure

Various existing data structures support membership test:

 Bloom Filter
e Cuckoo hash

Experimental evaluation required for carousel approach

22



Carousel design pattern

Dictionary
provider

Lookup Server

Untrusted applicatiop Trusted application

Encode

Query representation

| |
Query
' buffer

Dictionary representation:

Response: r

Response
buffer

S

Y
Secure channel with remote attestation

23



Experimental evaluation

Kinibi on ARM TrustZone
e Samsu le

.7 GHz dual-core ARM Cortex-Al7
 Android 4.2.1
« ARM GCC compiler and Kinibi libraries
 Maximum TA private memory: 1 MB
 Maximum shared memor

Intel SGX

 HP Eli 00.G2 desktop
@—fﬁ:—iore 15 6500 @
« 8 GB RAM

* Windows 7 (64 bit), 4 KB page size
* Microsgit C/C++ compiler
* Inte))SGX SDK for Windows

Note: Different CPU speeds and architectures

24



Performance: batch queries

% 20 —a— Bloom-Filter-on-a-Carousel
o 150 —=—  Cuckoo-on-a-Carousel -
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= §
£ 5 : .
2 ‘.
Qe-‘ 1 Lo . - i | .
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4
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\ |
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Performance: steady state
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Other applications of PMT

Discovery of leaked passwords

Private contact discovery in messaging apps

Signal private contact discovery, Sep 2017

This is much faster. The above code still iterates across the entire set of
[KLSAP17] PETS 2017 registered users, but it only does so once for the entire collection of submitted
client contacts. By keeping one big linear scan over the registered user data set,
access to unencrypted RAM remains “oblivious,” since the OS will simply see the
enclave touch every item once for each contact discovery request.

The full linear scan is fairly high latency, but by batching many pending client
requests together, it can be high throughput.

https://signal.orag/blog/private-contact-discovery 27



https://signal.org/blog/private-contact-discovery

Carousel approach: pros and cons

Better scalability (for malware checking)

Possible other application scenarios

Membership test may not be enough

Hardware security guarantees may fail

28
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ODblivious Neural Networ
Predictions via MintONN
Transformations

http://asokan.org/asokan/

y @nasokan E
2re

(Joint work with Jian Liu, Mika Juuti, Yao Lu)


https://en.wikipedia.org/w/index.php?curid=54119040
https://eprint.iacr.org/2017/452

Cloud-assisted malware lookup: recap

i

q .

response | |

violation of clients’ privacy

R
N

Malware
DB

N~

30



Machine learning as a service (MLaaS)

D Input j

Predictionsej

violation of clients’ privacy



Running predictions on client-side

Model @@

model theft
evasion
model inversion

>

@@

32



Oblivious Neural Networks (ONN)

Given a neural network, is it possible to make it oblivious?
e server learns nothing about clients' input;

 clients learn nothing about the model.

33



Example: CryptoNets

D FHE-encrypted input@j@;

‘) a)
LAY

FHE-encrypted predictions

 High throughput for batch queries from same client
 High overhead for single queries: 297.5s and 372MB (MNIST dataset)
e (Cannot support: high-degree polynomials, comparisons, ...

[GDLLNW16] CryptoNets, ICML 2016

FHE: Fully homomorphic encryption (https://en.wikipedia.org/wiki/Homomorphic _encryption) 34



http://proceedings.mlr.press/v48/gilad-bachrach16.pdf
https://en.wikipedia.org/wiki/Homomorphic_encryption

NI i . *;@,“j CCp »
MiniONN: Overview 2 Q‘ﬁ

By Source, Fair use, https://en.wikipedia.org/w/index.php?curid=54119040

B”ndedinputéé

Blinded predictions

<€

 Low overhead: ~1s
e Support all common neural networks

35
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Skip to performance

Example z=W'e f(Wex+b)+Db'

[ f [4

X w w b w w b

1 L1 1,2 1 11 1,2 1

X = , W= b= , W' = ’ ’ ,b' = '
i | War Wap i bz |

Z
Wie[]+Db'
v
JD
y
https://eprint.iacr.orq/2017/452 X

All operations are in a finite field Z -

X, W1 Wy, bz )



https://eprint.iacr.org/2017/452

Skip to performance

Core idea: use secret sharing for oblivious computation

i >

" +y" =y

<

3 We[]+D’

| B

N:;/

(ch +x" = X')

J(D

y +ty =vy)

—_ %V\_/

We[]+b

IXS (x°+x° =x)

Use efficient cryptographic primitives (2PC, additively homomorphic encryption) *’



Secret sharing initial input x

https://eprint.iacr.org/2017/452

Skip to performance

Note that x¢ is independent of x. Can be pre-chosen

38
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Skip to performance

Oblivious linear transformation Wex+b

Wi

W,y

Wi,

W,»

LR

Wiy

W,

W,

s c
x1+x1

s c
X, +X,

A} C 5 C A} A} C C
Wiy ('xl T X )"‘ W, (xz +x2)+ bl WX T Wy, X, + b+ WX, T W, X,

A A C C
W, X, +W,,X, + b+ W, X1+ W, ,X,

Wz,l(xiq +xf)+ W,, (x; T x;) +b, |

Compute locally
by the server

39



Skip to performance

Oblivious linear transformation: dot-product

Homomaorphic
Encryption with SIMD

D E<(W1,1 ), 'E(WI,Z )lﬂ E (W2,l ‘)’ E(WZ,Z )

$
SRTURILRTILY D L,
— c —_
Ci1 = E (Wl,lx 1 1,1)

c,=k (Wl,zxg — 1,2) T 2 f2) >

C, =Ew,,x{—r,) D(c,,), D(c,,),D(c,,), D(c,,)

Crn = E (Wz,zxg —F 2,2) V1 =h) T Ao Uy =w; X 1c + Wl,zxg — (r1,2 + 71,1)
V,=haTh, U, =w,x f TW,,X ; — (’5,1 + rz,z)

u + v = Wex¢; Note: u, v, and Wex¢ are independent of x.
<u,Vv,x¢ > generated/stored in a precomputation phase

40



Skip to performance

Oblivious linear transformation Wex+b

S C
Wi, Wi, X, b1 W, W, X, +X4 b1
— ® + — o +
Ay C
W1 Wy, i X, 1L bz ] Wy, W, X, +X, i bz ]
A} C 5 C A} A} C C
Wi (x;+x7)+ W, (x, +x,)+b, W X T W LX, + b+ WX, W X,
Ay C Ay C Ay Ay C C
WZ,I(xl +x7)+ W,, (x, +x,)+b, Wy X1 T W, ,X, + b,+ W, 1 X, W, ,X,
A) A)
Wy X) + WX, + b, Hu, vV,
- +
AY A)
W, X, +W,,X, + b, Hu, Vo

41




Skip to performance

Oblivious linear transformation Wex+b

S C
W, W, X, b1 W, W, . X, +X, N b1

s C
W1 Wi, Xy bz Wor Wap X, T X,

A} C 5 C A} A} C C
Wiy ('xl T X ) + W, (xz + xz) + bl WX T Wy, X, T bl T WX, T W, X,

S C S C S S C C
WZ,I(xl +x1)+w2,2(x2 +x2)+ bz W, 1 X4 T W, 02X, T bz +W2,1x1 +w2,2x2

S AY A
Wy X) + WX, + b, +u, vV, )2 Vi

- S S S
W, X, +wW,,x, +b, +u, V|l Vo || |12l




Skip to performance

Recall: use secret sharing for oblivious computation

i 5

IY Yty =y
We[]+b |
IXS (x°+x° =x)

43



Skip to performance

Oblivious activation/pooling functions f(y)

Piecewise linear functions e.g.,

* ReLU: x:=max(y,0)

» Oblivious ReLU: x"+x° :=max(y +y°,0)
- easily computed obliviously by a garbled circuit

44



Skip to performance

Oblivious activation/pooling functions f(y)

Smooth functions e.g.,

« Sigmoid: x:=1/(1+¢e)

» Oblivious sigmoid: x° +X°:=1/(1+e ™))
- approximate by a piecewise linear function [

- then compute obliviously by a garbled circuit |
- empirically: ~14 segments sufficient "

05}

Output (x)

0.25} |

— sigmoid

— approximation

0.0 | _ I ] ]
-3.75 -1.875 1.875 45 375

Input (y)




Combining the final result

i

ViV

V=0t
YV, =Y, +Y,

They can jointly calculate max(y,,Y,)

(for minimizing information leakage)

47



Recall: use secret sharing for oblivious computation

i >

Y4
b

vy Y ye+y"=y)
[‘ W e[]+D |

X x" (x"+x" =x")
[ £ }

Y Yy +y =y)
[ We[]+b |

x| 1 x*  (x‘+x'=x)



Performance (for single queries)

Model |Latency (s) | Msg sizes (MB)| Loss of

accuracy
MNIST/Square 0.4 (+ 0.88) 44 (+ 3.6) none
CIFAR-10/RelLU 472 (+ 72) 6226 (+ 3046) none
PTB/Sigmoid 4.39 (+ 13.9) 474 (+ 86.7) Less than 0.5%

(cross-entropy loss)

Pre-computation phase timings in parentheses
PTB = Penn Treebank

51



Skip to End

MiniIONN pros and cons

300-700x faster than CryptoNets Still ~1000x slower than without privacy

Can transform any given neural network Server can no longer filter requests or do
to its oblivious variant sophisticated metering

Assumes online connectivity to server

Reveals structure (but not params) of NN

52



Using a client-side TEE to vet input

-

—F

~

5. MiniONN protocol + “Input/Metering Certificate”

Input, “Input/Metering Certificate”

@ﬁ

1. Attest client’s TEE app

2. Provision filtering policy

MiniONN + policy filtering + advanced metering

54



Using a client-side TEE to run the model

4 N

5. “Metering Certificate”

Predictions + “Metering Certificate”

w
=1
©
c
—F

1. Attest client’s TEE app

2. Provision model configuration, filtering policy

MiniONN + policy filtering + advanced metering
+ disconnected operation + performance + better privacy

- harder to reason about model secrecy
55



Using a server-side TEE to run the model

-

3. Provision mode

1. Attest server’s TEE app

2. Input 4. Prediction -

MiniONN + policy filtering + advanced metering
- disconnected operation + performance + better model secrecy
- harder to reason about client input privacy

56



MiniIONN: Efficiently transform any given
neural network into oblivious form with

no/negligible accuracy loss
Try at: https://github.com/SSGAalto/minionn

Trusted Computing can help realize
iImproved security and privacy for ML

ML Is very fragile in adversarial settings

[=]

https://ssq.aalto.fi/research/projects/mlisec/ppml/
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Conclusions

Cloud-assisted services raise new security/privacy concerns I&
« But naive solutions may conflict with privacy, usability, deployability, ... C <)er

Cloud-assisted malware scanning
e Carousel approach is promising

Generalization to privacy-preserving ML predictions

[TLPEPA17] Circle Game, ASIACCS 2017
[LILA17] MiniONN, ACM CCS 2017

s,

https://ssq.aalto.fi/
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